
 

 
Wavesys  WVMS 

Enterprise 
Administration 

Guide 
 
 



Wavesys WVMS Enterprise Administration  Guide 

1 

 

 

Table of Contents 

1. Software Purpose and Use Cases 4 

2. Architecture  5-6 

3. Prerequisites 7 

4. Getting Started 8 

5. License Activation  9 

6. Online Activation  10 

7. Offline  Activation  11-13 

8. Activation Management 14-18 

9. Installation  of Wavesys WVMS Enterprise  19-24 

10. Initialisation  of Wavesys WVMS Enterprise Server 25-26 

11. Management Application  Installation  27-30 

12. Recording Server Installation  31-37 

13. Recording Server Initialisation  38 

14. Software Update and Uninstall  39-46 

15. Database Import  47-49 

16. Configuration Backup 50-56 

17. Remote Upgrade 57-60 

18. Start & Stop Server Service 61 

19. Setup Wizard  62-81 

20. Console First  Start 82-83 

21. Recommended Practices 84 

22. About Product 85 

23. Conventions and Keyboard Shortcuts 86-88 

24. Encryption  89-93 

25. Purpose and Operation Description  of Organisations 94 

26. Registration Of Organisations 95-97 

27. Connect Recording Servers Using Autodiscovery 98-100 

28. Connect Recording Servers Manually  101-108 

29. Recording Server Direct  Login  109 

30. Networks 110-113 



Wavesys WVMS Enterprise Administration  Guide 

2 

 

 

31. Server Settings 114-118 

32. Watchdog 119-121 

33. Storage 122-131 

34. Server Policies 132-137 

35. Server Groups 138-141 

36. Central Server Mirroring  142-144 

37. Purpose and Operation Description  of Failover Clusters 145-146 

38. Configure Failover Clusters 147-151 

39. Overview of Devices and Channels 152 

40. Add Devices Using Autodiscovery 153-157 

41. Add Devices Manually  158-166 

42. Manage Devices and Device Groups 167-175 

43. Configure Channels 176-180 

44. Channel Settings 181-199 

45. Bulk  Edit  for  Devices and Channels 200-201 

46. Configure Recording Profiles 202-208 

47. Assign Recording Configurations  209-211 

48. Archive Replication  212-214 

49. Add Users and User Groups 215-221 

50. Permissions and Membership  222-226 

51. Active Directory  and LDAP User Import  227-231 

52. Anonymous User 232-233 

53. Streaming Server Configuration  234-235 

54. Streaming Server User Interface  236-241 

55. Mobile  Application  for Streaming Server 242-254 

56. Event and Action Overview 255-256 

57. Add Rules 257-266 

58. Default  Events 267 

59. Add Events 268-283 

60. Global Events 284-285 

61. Default  Actions 286 

62. Add Actions 287-308 



Wavesys WVMS Enterprise Administration  Guide 

3 

 

 

63. OPC Client  309-312 

64. Delay Timers 313-314 

65. Understanding  Conditions  315-316 

66. Create Schedules 317-318 

67. Counters, Indicators  and Variables 319-325 

68. Visual Groups 326-327 

69. Layout Templates 328-329 

70. Video Walls 330-334 

71. Maps 335-340 

72. Webpages and CrossLink Channels 341-347 

73. User Buttons  348-349 

74. Dewarp For Fisheye Cameras 350-351 

75. Audio  352-353 

76. Live Podcasts 354-356 

77. Data Sources 357-362 

78. Manage Mail  Servers 363-364 

79. Reports 365-372 

80.  External  Services 373-374 

81. Access Control  375-381 

82. Gallagher 382-391 

83. Camio 392-399 

84. Health  Monitoring  400-407 

85. Audit  408-416 

86. Archive Backup Wizard  417-422 

87. Problem Report Wizard  423-427 

88. Renderer Test Utility  428-431 



Wavesys WVMS Enterprise Administration  Guide 

4 

 

 

1 Software Purpose and Use Cases 

Wavesys Global software products can be used for any type of surveillance system installation: they offer a wide and 
flexible choice of components and license types to suit anyone from home users to corporate customers. Different 
product editions can be selected depending on the application area and available resources. 

Wavesys WVMS Professional  

Wavesys WVMS Professional is a new-generation piece of VMS software from Wavesys Global, which offers a fast 
and scalable stand-alone multiple -server solution that truly answers your companyôs security needs. Proven to be 
high-quality and reliable and havi ng a 64-bit version, adding an even more intuitive user interface and better 
functionality, as well as a long list of add-ons. 

Cross-functional and modern, Wavesys WVMS Professional supports over 3500 cameras and other network devices 
from major producers. The software is designed for surveillance systems with 96 or fewer cameras and also allows 
hybrid solutions. Looking for a com plete enterprise-level solution? We suggest that you refer to the Wavesys WVMS 
Enterprise version of the software. 

Wavesys WVMS Enterprise  

Wavesys WVMS Enterprise is a complete surveillance ecosystem solution for enterprises of any size, including those 
distributed  across multiple  sites. This version of the software, Wavesys WVMS Enterprise,  not only offers 64-bit 
speed and all the necessary tools for  setting up an absolute situational  alertness system aimed at responding quickly 
to events, as well as introducing a central server governance hierarchy of all the components. 

This is one of the most comprehensive enterprise-level VMS solutions on the market, featuring  interactive  maps 
linked to alarms; an advanced event and action manager; analytics tools; video wall support and other impressive 
components you will definitely appreciate. To ensure the safety of your data, the software also offers archive 
replication,  advanced system health monitoring  and failover  clustering mechanism, all of which reduce the 
disruption of your video surveillance recordings to zero. All this, as well as the various possibilities for customisation 
and Wavesys Global flawless technical support, makes Wavesys WVMS Enterprise a video surveillance solution you 
can count on. 
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2 Architecture  

Wavesys WVMS Professional  

Wavesys WVMS Professional is suitable for single VMS server systems. Each server can accept data streams from 
cameras and other sources, record, and then send these streams further to clients: WVMS Monitor (thick client), 
Wavesys WVMS Mobile  (iOS, Android,  and thin  client  for  macOS), Web browsers, and the management application  
- Wavesys Console. Each Wavesys WVMS Professional server can serve a virtually unlimited number of remote and 
local clients. 

Apart from device connections, Wavesys WVMS Professional server can be also paired with external software: the 
so-called external services (API connections) and native integrations (implemented by our software development 
team). The latter include generic protocols like serial data or OPC, access control software integrations, analytics 
suites and others. 

Wavesys WVMS Enterprise  

Wavesys WVMS Enterprise  systems are more complicated: these consist of many servers having different  roles. 

  Wavesys WVMS Enterprise  server: central  management  server, exactly one (1) per system 

  recording servers for  data recording and stream re-distribution  

 failover nodes: standby recording servers 

  mirror : central server redundancy, one mirror  per system 

For the Wavesys WVMS Enterprise server, there is a special installation package with the corresponding name. 
You only need to use it once per system - for the central management server. It is a machine dedicated to the 
management routines;  it  is the place where you apply the Wavesys WVMS Enterprise  license. The management 
server should not have any device configuration  - although, its core does have the recording capabilities. One may 
say that the Wavesys WVMS Enterprise server is similar to Wavesys WVMS Professional. Thus, if you use a Wavesys 
WVMS Enterprise server without any Wavesys WVMS Enterprise Recording server connections, you will have a 
Wavesys WVMS Professional system with extra features like video walls. 

Apart from the system-defined server roles, you may wish to dedicate certain recording servers to specific tasks in 
order to optimize hardware resource usage. Examples: 

 replication servers for automated backup: channel copies are recorded instead of live channels (or 
combined with other live channels)  

  analytics servers: fewer channels with  configured software VA 

 FR or LPR server: a few channels dedicated to FR/LPR + external service software running on the same 
machine 

Each of these function  servers uses the Wavesys WVMS Enterprise  Recording server installation.  Recording servers 
do not require a license to operate but they also cannot be managed directly:  each recording server must be 
connected to the Wavesys WVMS Enterprise server to receive its configuration. To achieve centralized management: 

  use your Wavesys Console application  to connect to the Wavesys WVMS Enterprise  server, 

  pair  Wavesys WVMS Enterprise  server with  all Wavesys WVMS Enterprise  Recording server servers, 

 choose server roles (recording, failover, mirror) and assign configuration to each one. 

Some of the features are provided by Wavesys WVMS Enterprise server only (e.g., maps, user buttons); other 
resources can be assigned to specific recording servers (devices, video walls, etc). After receiving the configuration, 
recording servers can further operate independently (without connection to Wavesys WVMS Enterprise server) for  
up to two weeks. After 14 days, the connection must be restored briefly for the license check and audit information 
exchange. Note that  centralized functionality  (failover,  maps, etc) will  be unavailable for  isolated recording servers. 
If the connection is not restored and the license check fails, the recording server will continue to record but it will 
refuse all incoming client connections.  

 

Recording servers can operate independently (without the central server connection) for up to 2 weeks, After 
14 days of no connection, the recording server will terminate all incoming connections, but will continue to 
record. 
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Data  Flow  

Streams from the cameras and other sources are requested by servers where they are configured. From each device, 
the following data streams may be received for further use (excluding communication):  

 video: main stream/substream  

 recorded video (edge) 

 audio 

 video analytics 

 DI/DO events  

 GPS data 

 HTTP contents 

 serial text 

These streams are recorded by servers, and then further provided to connected clients, which may be thick, thin, 
mobile, and Web applications. Streams go directly from recording servers to the clients. If a channel is replicated, 
the archived stream (and not live) from the recording server is sent to the target replication server.  

The recording servers report to the central management server (Wavesys WVMS Enterprise): they exchange 
management information, receive configuration changes, and send back audit information, as well as communicate 
license data. 

Clients also communicate with the central management server: in background, they receive secondary server 
addresses, channel status, license information. The Wavesys WVMS Enterprise server also ensures the link between 
clients and external services. 

 
 

 

 
WVMS data  flow  diagram  
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3 Prerequisites 

There are a number of requirements  for  the WVMS host system: 

Microsoft Windows operating system (7 SP1, 8, 8.1, 10, Server 2012 R2, Server 2016, Server 2019), real or 
virtual machine  

both .NET Framework 3.5 SP1 and 4.x installed (the latest version should come with OS updates) 

for Windows Server operating systems, make sure the Desktop Experience feature is installed 

all Windows updates must be installed (especially, this is critical for Windows 8 and newer editions and 
for pending updates) 

ports for remote connections should be enabled through the firewalls (default ports are 60554 for WVMS 
Monitor  and Wavesys Console and 8080  for  the Wavesys WVMS Streaming Server and external services) 

installation and recording directories should be added to antivirus exception list so that they are not 
scanned or interfered with in any other manner  

indexing and defragmentation  services must be disabled for  the storage locations 

for the software analytics requirements, see the corresponding section of the VCA manual (provided as a 
separate document) 

for WVMS Monitor application, DirectX 10+ is required along with the latest stable graphics card drivers 

for WVMS Monitor, display resolution of 1280x720 pixels or higher is recommended  
 

 

 

For recording , the following  recommendations apply: 

for 48+ channels and/or >20MB/s total recorded stream, RAID 5/6/10 with high speed hardware 
controller is strongly advisable  

defragmentation  and indexing must be disabled for  all  storages 

every recording location, regardless of its type, must have 10-15% of free space, not used by WVMS or any 
other software 

recording to the system disk is strongly  not recommended 

antivirus software or any other scanners should be disabled for the storage locations 

no third -party VMS should be recording to the same location as WVMS 

for NAS, make sure to disable the Recycle Bin feature, so that the erased files are actually deleted and not 
just moved to trash folder  

 

 

For Windows Server 2016 and 2019, specify the Server with Desktop Experience option as part of the 
installation. Prior versions of Windows Server allow you to install this feature post installation.  

If you use a server with a clean Windows installation, make sure to install all available Windows updates  
before starting  the software installation.  Component deficiency (framework  components, redistributables 
etc.) may lead to unexpected issues in software operation. 

If you are using Windows 10 N or KN (special edition without media technologies), make sure to install 
Windows 10 Media Feature Pack in order to ensure WVMS operation. Without media features, WVMS  
will not work. You will find the media feature pack online, provided by Microsoft.  

Antivirus  scanning , defragmentation , indexing  and other similar  processes being enabled 
for WVMS storages may result in dramatically decreased write speed, recording disturbances and, 
occasionally, database corruption. We strongly recommend that you make sure that storage locations are not 
affected by these processes. 

Wavesys Global is not responsible for software failures and/or any footage loss caused by underlying OS 
and/or hardware issues. It is the responsibility of the systems administrator to configure the server and 
provide maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by Wavesys Global 
for bespoken configuration).  
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4 Getting  Started 

 
Before starting  the installation,  make sure that:  

you have downloaded the correct software package 

you have acquired the corresponding valid license  key 

the host operating system is stable (functioning  correctly)  and has all the updates  and  drivers  installed  

server hardware matches the project requirements , taking into account all used features and planned 
post-deployment modifications  

host system retains all  the features and configuration  required for  software operation 
 

 

We advise installing and activating the software on the ultimate server assembly, as extensive subsequent hardware 
changes are likely to cause software license activation failure. If this happens, undo these changes, if possible, or 
contact product support  to find a solution.  

WVMS is installed as a Windows service so please make sure that the Windows user you are logged in as has 
sufficient privileges; otherwise, software may not be installed correctly. Note that there is no option to install and 
run the software in application  mode. 

The following topics will guide you through the installation process, as well as provide details on product 
configuration. If you are using a Wavesys Global product for the first time, we strongly advise you to carefully read 
and follow the instructions in  this manual and related documentation.  

 

We strongly advise that you keep the software versions (e.g., 1.x. x) and subversions (e.g., 1.2.x) across your 
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx ) may differ slightly in case your are using 64- 
bit and 32-bit editions.  

If you are not sure about what server hardware to choose, do not hesitate to use Wavesys Global provided 
hardware calculators and/or contact Wavesys Global representative for an accurate estimation. 

Wavesys Global is not responsible for software failures and/or any footage loss caused by underlying OS 
and/or hardware issues. It is the responsibility of the systems administrator to configure the server and 
provide maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by Wavesys Global 
for bespoken configuration).  
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5 License Activation  

In order to use the product, a valid license is required - whether this is a free, a trial or a purchased one. Any type 
of license can be activated using this wizard; note that license activation choice will differ depending on the 
installation package you have selected. 

For standalone server edition, Wavesys WVMS Professional, the license is applied to that server. Client applications 
do not require a license to operate. 

For Wavesys WVMS Enterprise system, the license is applied to the Wavesys WVMS Enterprise server (central 
management server) only; do not require a license to operate because they cannot operate independently. Client 
applications do not require a license to operate. 

License Types  

Each license includes a certain number of video channels , and a certain number of advanced functionality 
channels . Also, each WVMS license, including the free Wavesys WVMS Lite edition, contain 1 (one ) video 
analytics channel free of charge . 

Extra licences (on top of video channels) are required for:  

VA - embedded video analytics 

CrossLink - interactive channels 

CrossLink  Basic : interactive  web applications (webpages) 

CrossLink Advanced : interactive remote applications (workstations) 

advanced device integrations (Leica, CrossWalk, etc.) 

For detailed information on WVMS license options, please contact our sales via sales.apac@wavesysglobal.com, 
sales.emea@wavesysglobal.com, sales.americas@wavesysglobal.com. 

License Activation  

Once you have installed the software and entered the server initialisation settings, the activation wizard will 
appear. If you have rebooted the server computer after completing the installation, simply run the activation 
manager in one of the following ways: 

from the Windows Start Menu, under Wavesys Global folder, or 

by typing Activation Wizard in the search field, or 

by right -clicking the server tray icon and selecting About > Manage license (server tray icon appears only 
after you run the WVMS Server shortcut from your Desktop or Start menu), or  

when connected to localhost via Wavesys Console, go to the main menu > About > Manage license. 

The license manager will only pop up automatically after the initial installation. If you wish to apply license  
upgrades at any time,  including  the after-software-upgrade, run  the license manager manually  as described above. 

It is advisable to run hardware stability tests and finalise the server hardware configuration before applying the  
license, as subsequent hardware changes may cause activation related issues. Approximately up to 30% of the initial 
hardware components can be replaced without losing the activation. 

Subtopics here describe every type of license activation  in  details. 
 

 

Licensing is mandatory for Wavesys WVMS Professional and Wavesys WVMS Enterprise software packages. 
Wavesys WVMS Enterprise Recording server does not require a license as it is not an independent component 
but rather operates under a Wavesys WVMS Enterprise server only. 

Virtualised environment is supported starting from software version 1.13.0. If you experience any issues with 
the license activation, kindly contact our support engineers by emailing support@wavesysglobal.com. 

mailto:sales.apac@wavesysglobal.com
mailto:sales.emea@wavesysglobal.com
mailto:sales.americas@wavesysglobal.com
mailto:support@wavesysglobal.com


Wavesys WVMS Enterprise Administration  Guide 

10 

 

 

6 Online Activation  

If your server has Internet connection available, you can choose online activation mode. The software will 
automatically connect to the activation server and register your pre-purchased license. 

 

Activation  Type Selection 

Enter your product  license key and hit  Activate . If  your key is incorrect,  the wizard will  notify  you with  a red X 
sign next to the key field: if this happens, double-check the key you have typed, looking out for mistyped characters 
and superfluous spaces at the start or end. 

 

Enter License Key 

When you have entered a valid license key, the wizard will activate your software. If you have decided to go with a 
different activation option, click Cancel to return to the activation type selection step.  
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7 Offline  Activation  

If there is no Internet connection for security reasons and/or server disposition particularities, choose the Offline 
Activation type. 

 

Activation  Type Selection 

This mode consists of three steps: 

 generate the activation file on the target server 

 go to the online activation system at https://www.wavesysglobal.com/purchase/software -activation  and 
fill in the form  

 apply provided license file to your system 
 

http://www.wavesysglobal.com/purchase/software-activation
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Offline  Activation  Steps 

Click Generate to create the activation file; choose a location and save it. The default file name is system.bin and we 
do not recommend changing it. 

 

Save Activation  File 

Next, copy this binary file to any other computer that has Internet access, then go to the online form available at 
https://www.wavesysglobal.com/purchase/software -activation,  fill in the required fields and upload the file. The  
activation system will process your file and allow you to download a license file. This license file will be unique and 
will only be valid on the same machine from which the original system.bin file comes. 

You can close the activation  wizard after creating the activation  file  and reopen it  later to apply the license file.  Click 
Browse to locate it  and open the license.dat file  provided by the activation  system. 

 

Browse for  License File 

The validated license.dat file  will  be loaded, allowing  you to finish  the registration  process. 

http://www.wavesysglobal.com/purchase/software-activation
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Load the License File 

Click Activate to apply the license file. If the license is valid, you will see an activation success confirmation with the 
following details:  

 product  type 

 license key 

 license key expiration date, if applicable 

 support subscription expiration date  

 allowed channel amount 

The license information will be stored on your server. However, you may wish to save a snapshot of this screen for 
your future reference, so that this information will be accessible in case of server OS or hardware failure. 

Finally, click Done to exit the activation wizard or click Start Quick Setup Wizard to proceed with server 
configuration.  
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8 Activation  Management 

When a server already has a license key installed,  you can retrieve that  information  in  two ways: 

 right -click server icon in the system tray and select About. The dialog box will contain basic information 
about the product version and license type 

  run the Product  Activation  Wizard from the Start menu  

To start the wizard, go to Start -> All Apps -> Wavesys Global -> Activation Wizard (in Windows 7 and older 
versions, use Start -> All Programs -> software installation folder -> Tools -> Activation Wizard ); alternatively, 
use Search to locate the Activation Wizard in the programs menu. 

 

Choose an option  in  order to proceed 

The wizard will display a summary about the currently installed license key and show the available management 
options. 

Online license upgrade  

License upgrade is available for the license keys purchased earlier. Note that all the software processes (both 
applications and services) must be stopped in order for the license to be applied correctly. 

For upgrade acquisition details and assistance, please contact us via sales.apac@wavesysglobal.com, 
sales.emea@wavesysglobal.com, sales.americas@wavesysglobal.com. 

mailto:sales.apac@wavesysglobal.com
mailto:sales.emea@wavesysglobal.com
mailto:sales.americas@wavesysglobal.com
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All  software processes must be stopped in  order to apply license related changes 
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License upgrade option  

After acquiring the upgrade from Wavesys Global, click Upgrade Existing License Key to enter it. Your license 
information will be synchronised with the activation server and you will be presented a license summary. Click 
Cancel to return to the beginning of the wizard.  

Offline license upgrade  

Offline license upgrade essentially the same as the offline license activation process: the same steps should be taken 
to retrieve the new license file. 

 generate activation file on the target server 

 go to the online activation system at https://www.wavesysglobal.com/purchase/software -activation  and 
fill in the form  

 apply provided license file to your system 

Click Cancel to return to the beginning of the wizard.  

Remove license  

Select Remove License if  you wish to completely delete all the license information  from  the server. 

http://www.wavesysglobal.com/purchase/software-activation
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Deactivate license 

Click Deactivate Existing License to confirm deletion of the currently installed license. Note that you will be unable  
to log into Wavesys Console to access your current server configuration without a valid license of the same type; 
WVMS Monitor applications will also not connect to such a server. In order to use the server again, you will have to 
enter the license again - either the same or a new one. 

 

An attempt  to log into  Wavesys Console failed because the license is missing 

Alternatively, press Cancel to return to the wizard start page. If you are not sure about the deactivation, consult 
Wavesys Global technical support. 
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License successfully deactivated 

After license deactivation, you will be offered the chance to go back to license management in order to enter a new 
software license. 
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9 Installation  of Wavesys WVMS Enterprise 

Start the installation by double -clicking the Wavesys WVMS Enterprise executable package file. The setup wizard 
will guide you through the installation process, providing available installation -time options depending on the 
software package you have chosen. Note that, depending on your Windows UAC configuration, you may have to 
confirm and/or provide administrative credentials.  

We strongly advise that you stop all running third -party applications, as well as stopping antivirus scanning and 
Windows (and any other) updates during this phase, as these may interfere with the process and result in corrupt 
installation,  which may cause unexpected behaviour and hard-to-track issues during  further  software operation.  

The installation wizard displays an overview of the process; also, you are able to select the installation language here. 
You will be prompted to select the Wavesys WVMS Enterprise interface language later. 

 

Wavesys WVMS Enterprise Setup Wizard 
 

Step 1 

Carefully read the Wavesys Global license agreement: you must agree to all parts of the given document in order to 
proceed. If  you agree, select I  agree... in  order to continue;  otherwise, terminate  software installation.  If  you have 
any questions regarding the contents of the present license agreement, please contact support@wavesysglobal.com. 

mailto:support@wavesysglobal.com
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License Agreement 

 

Step 2 

Select the destination folder you want the software to be installed in. By default, Wavesys WVMS Enterprise is 
installed in:  

32-bit:  C:\ Program  Files (x86) \ Wavesys Global\ Wavesys WVMS Enterprise  

64-bit:  C:\ Program  Files\ Wavesys Global\ Wavesys WVMS Enterprise  

If you are re-installing Wavesys WVMS Enterprise and have previously selected a non-default location, make sure to 
select the same destination directory, or, alternatively, completely uninstall previous Wavesys WVMS Enterprise 
version. If unsure about this , ask for Wavesys Global technical support team assistance. A full description of the 
software upgrade procedure is available in the corresponding section of the WVMS administration manual.  
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Installation  Directory  

The setup wizards estimates required disk space for you. Make sure you have enough free space on the target disk. 
Note that  low system disk space will  dramatically  decrease system performance and affect overall system stability.  

Step 3 

Some components are optional and you can choose not to install them. The main Wavesys WVMS Enterprise parts 
are obligatory and cannot be deselected (by default, these options are selected and greyed out). 

If  not chosen at this  stage, WVMS Monitor  can be installed  later separately. 
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Select Software Components 

If you are ready to proceed, hit Next to begin the installation. Depending on selected components and host system 
condition, the process may take some time to complete, so please be patient. 
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Installation  Progress 

Upon completion, the setup wizard will show you an installation summary. If all the steps have been fulfilled 
successfully, simply hit Finish to close the wizard. 
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Installation  Complete 

After  the installation  has been completed, there are a few more steps necessary for  you to begin using the software: 

 apply server initialisation settings via Server Setup Wizard - it will pop up automatically after the  
installation  in  case you are doing a clean or a new installation  

  activate the software - if  it  is not activated, the wizard will  also pop up automatically  

 after you run the console for the first time, you will be offered to complete the Setup Wizard to start the 
deployment, following the recommended configuration steps  

All of these steps are described in details in the full version of the WVMS management manual, which is available 
right after the installation via your Start menu.  
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10 Initialisation  of Wavesys WVMS Enterprise Server 

After completing the installation wizard, you will be given the option to enter server setup. These settings can be 
changed later at any time via Server Setup Wizard. 

 

This step is mandatory; you will be unable to connect to your server and configure it if it has not been initialised. It is 
necessary to initialise the server even if you are planning to restore its configuration using the Server Backup and 
Restore Wizard. 

 

Initial  Server Setup 
 

Setting Description  Default  Value 

Server 
name 

User defined server title  [depending on the server type] 

Connection 
type 

LAN only, LAN/Internet,  Internet  only Determined automatically  

Server port  TCP port  for  incoming  remote Client connections 60554 

Local 
network  

IP subnet for software operation, choose one from 
the drop-down list. Server will use the local 
computer IP address. 

Configurations are determined and loaded 
automatically depending on the available 
network adapters 

External  IP 
address 

Server public  IP address or hostname, if  applicable [empty]  

You will be unable to connect to the server that has not been initialised, it will return an error ( The server is 
not configured ). 
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Note that the port defined here will be used to connect to the central server via local WVMS Monitor and Wavesys 
Console connections. You will need to define the external (Internet) port for your Wavesys WVMS Enterprise via 
Wavesys Console in order to be able to connect from remote WVMS Monitor connections.  

 

Setup Completed 
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11 Management Application  Installation  

All server configuration is conducted through a dedicated interface - the Wavesys Console management application. 
The management interface has been intentionally separated from the WVMS Monitor application in order to 
concentrate all administrative utiliti es in one place and also to conceal the unnecessary menus from the WVMS 
Monitor operator.  

The Wavesys Console central server management application can be installed either locally on one of the servers, or 
remotely, on a dedicated server management machine. 

If you want to install Wavesys Console together with WVMS server , run the same installation package and 
select Wavesys Console among components . 

For dedicated Wavesys Console installation on a separate management machine (admin laptop, etc.), use the 
Wavesys Console installation package and follow the steps below. 

Dedicated  Installation  

Start the installation by double -clicking on the Wavesys Console executable package file. The setup wizard will guide you 
through the installation process, providing available installation -time options depending on the chosen software 
package. 

Installation wizard shows you the process overview; also, you also have the opportunity to select the installation 
language here. You will be prompted to select WVMS interface language later. 

 

Wavesys Console Setup Wizard 

Carefully read the Wavesys Global license agreement: you must agree to all parts of the given document in order to 
proceed. Select I agree... in order to continue, if you do; otherwise, terminate software installation. If you have 
questions regarding the contents of this license agreement, you can contact support@wavesysglobal.com. 

mailto:support@wavesysglobal.com
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License agreement 

Select destination  folder  for  Wavesys Console to be installed  in. 
 

Installation  directory  

The setup wizards will estimate the amount of disk space required for the installation. Make sure you have enough 
free space on the target disk. Note that low system disk space will dramatically decrease system performance and 
affect overall system stability. 

Along with Wavesys Console, this installation package also allows you to have WVMS Monitor application installed at 
the same time. If you do not wish to install WVMS Monitor at the moment, simply uncheck it in the components list.  
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Select software components 

If you are ready to proceed, hit Next to begin the installation. Depending on selected components and host system 
condition, the process may take some time to complete, so please be patient. 

 

Installation  progress 

Upon completion,the setup wizard will show you an installation summary. If all the steps have been fulfilled 
successfully, simply hit Finish to close the wizard. 
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Installation  complete 

After completing the Wavesys Console installation, you will be given the option to enter the settings of server you 
wish to connect to. You can skip this step if you wish to configure your Wavesys WVMS Enterprise server later; you 
will be asked for the same information next time you run Wavesys Console. 

To log in, simply enter your server's local or remote address (IP or host name) and user information. Note that users 
must have corresponding permissions in order to connect. Default username and password are admin/[empty] . 

 

Wavesys Console login  window  and a password change reminder  

After logging in for the first time with the default username and password, you will be reminded to change your 
password. For security reasons, we strongly recommend that you do so. 
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12 Recording Server Installation  

Recording server is a part  of distributed  Wavesys WVMS Enterprise  installation;  its main purpose is video 
recording. Recording server installations can also be assigned other roles - failover node (standby recording server), 
mirror (central server redundancy), or replication server (a particular case of the recording server). In other words,  
for every server in the Wavesys WVMS Enterprise system, except for the central management server itself, you need 
to use the Wavesys WVMS Enterprise  Recording server installation  file.  Wavesys WVMS Enterprise  Recording 
server server management is carried out via central server Wavesys Console. 

Installation  

Start installation by double -clicking the Wavesys WVMS Enterprise Recording server executable package file. Setup 
wizard will  guide you through  the installation  process, providing  available installation -time options depending on 
the chosen software package. Note that you may have to confirm and/or provide administrative credentials, 
depending on your Windows UAC configuration.  

It is strongly recommended that you stop all running third -party applications, antivirus scanning and Windows (and 
other) updates during this phase, as these may interfere with the process and result in corrupt installation, which 
causes unexpected behaviour and hard-to-track issues during further software operation.  

Installation wizard presents the process overview; also, you are welcome to select the installation language here. You 
will be prompted for Wavesys WVMS Enterprise Recording server interface language later. 

 

Wavesys WVMS Enterprise  Recording server Setup Wizard 
 

Step 1 

Carefully read the Wavesys Global license agreement: you must agree to all parts of the given document in order to 
proceed. If  you agree, select I  agree... in  order to continue;  otherwise, terminate  software installation.  If  you have 
any questions regarding the contents of the present license agreement, please contact support@wavesysglobal.com. 

mailto:support@wavesysglobal.com
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License Agreement 

 

Step 2 

Select the destination folder you want the software to be installed in. By default, Wavesys WVMS Enterprise 
Recording server is installed in: 

32-bit:  C:\ Program  Files (x86) \ Wavesys Global\ Wavesys WVMS Enterprise  Recording server 

64-bit:  C:\ Program  Files\ Wavesys Global\ Wavesys WVMS Enterprise  Recording server 

If you are re-installing Wavesys WVMS Enterprise Recording server and have previously selected a non-default 
location, make sure to select the same destination directory, or, alternatively, completely uninstall previous Wavesys 
WVMS Enterprise Recording server version. If unsure about this, ask for Wavesys Global technical support team 
assistance. 

Setup wizards estimates required disk space for you. Make sure you have enough free space on the target disk. Note 
that low system disk space will dramatically decrease system performance and affect overall system stability. 
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Installation  Directory  

 

Step 3 

Some components are optional and can be chosen not to be installed. you can choose not to install them. The 
main Wavesys WVMS Enterprise Recording server part - recording server service - is obligatory and cannot be 
deselected (by default, these options are selected and greyed out). 

If  not checked at this  stage, WVMS Monitor  and Wavesys Console can be installed  later separately. 
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Select Software Components 

If you are ready to proceed, hit Next to begin the installation. Depending on selected components and host system 
condition, the process may take some time to complete, so please be patient. 
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Installation  Progress 

Upon completion, the setup wizard will show you installation summary. If all the steps have been fulfilled 
successfully, simply hit Finish to close the wizard. 
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Installation  Complete 

After the installation, Wavesys WVMS Enterprise Recording server initialisation setup wizard will automatically pop 
up: please wait  for  it  to appear and then apply the offered settings in  order to complete the Wavesys WVMS 
Enterprise Recording server deployment. 

If you have removed a Wavesys WVMS Enterprise Recording server from the Wavesys WVMS Enterprise 
configuration and have issues finding it again either from the same Wavesys WVMS Enterprise server or from 
another one, the following procedure is foreseen: run the Wavesys WVMS Enterprise Recording server upgrade (to 
the same or a newer version) and reset its configuration at the initialisation step. Then, proceed with Wavesys 
WVMS Enterprise Recording server autodiscovery from your central management server. 
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Reset Wavesys WVMS Enterprise  Recording server configuration  after upgrade 
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13 Recording Server Initialisation  

After  completing  the installation  wizard, you will  be given the option  to enter initial  server setup: server 
initialisation  is required for  the central server to be able to connect and apply settings to the target recording server. 

The settings selected during  server setup can be changed later at any time using the Server Setup Wizard tool, which 
is installed  together with  the Wavesys WVMS Enterprise  Recording server and can be found via Start  -> All  Apps 
(All Programs in Windows 7) -> Wavesys Global -> Server Setup Wizard . 

 

 

Set Server TCP/IP Properties 
 

Setting Description  Default 
Value 

Server port  TCP port  for  incoming  central server connections 60554 

Note that the port defined here will be used for Wavesys WVMS Enterprise Recording server automatic discovery 
from the central server, and also to retrieve Wavesys WVMS Enterprise Recording server data for local WVMS 
Monitor connections. You will need to d efine the external (Internet) port for each Wavesys WVMS Enterprise 
Recording server via Wavesys Console in order to be able to receive video streams from remote WVMS Monitor 
connections. Further information can be found in the Connections section of the manual. 

 

Setup Completed 

Wavesys WVMS Enterprise Recording server local port can be only changed by running the Server Setup 
WIzard tool locally on the Wavesys WVMS Enterprise Recording server machine. By changing the Wavesys 
WVMS Enterprise Recording server port via Wavesys Console you simply tell the central server what port 
should be used to connect to the Wavesys WVMS Enterprise Recording server. 
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14 Software Update and Uninstall  

This topic provides guidelines on the installation  management use cases. 

We recommend that you keep the software version up to date, as new versions include new features, various 
improvements and optimizations, as well as the latest bug fixes. 

 

Upgrade Software  

This section describes manual software update (newer version installation on top of the older one) by running the 
installation locally . For remote upgrades, see the corresponding section of this document.  

Before starting  the software upgrade: 

1. Make sure there are no other running installations and that the operating system is not in the middle of 
installing updates. If Windows updates are pending, apply them, then restart the computer (if required), and 
start the WVMS upgrade. 

2. Verify that the operating system is stable and is running normally (check system logs, overall health) - these 
must be no "blue screens", unexpected shutdowns, slowdowns etc. (Normally, we recommend that you 
regularly run such system checkups, not only before upgrade). 

3. Ensure stable power and connectivity  (the latter  is essential if  you are connected via RDP). 

4. See if there are any special requirements or recommendations from Wavesys Global regarding the target 
version. Usually, these are either mentioned on the download page, or provided alongside the download links 
in case the new version was recommended and sent by our engineers. 

5. Check your software license subscription, and renew it, if necessary: the subscription must not run out before 
the target version release date. You can check the software release date by right-clicking the installation file > 
Properties > Digital signatures > see timestamp. The license information is available via license manager, 
WVMS Activation Wizard . 

Before starting  the upgrade/uninstall  procedure, ensure that  all WVMS processes have been terminated  
and that WVMS files are not in use: this is necessary in order to upgrade all files to the newer versions. This 
includes any WVMS processes or related applications that are running, and also any third-party applications 
that have access to WVMS files, e.g., antivirus scanners, third-party integrations, etc. WVMS processes can be 
found via Task Manager: these start with VMS, e.g., VMSServer.exe. 

If the processes are not stopped, or if other applications are still interfering with the process, you may be asked 
for a reboot : in that case, please restart your server machine afterwards to complete the action. This will not 
affect the overall process quality. 

We strongly advise that you keep the software versions (e.g., 1.x. x) and subversions (e.g., 1.2.x) across your 
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx ) may differ slightly in case your are using 64- 
bit and 32-bit editions.  
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Choose license preference for  the upgrade 

If you launch a newer version installation package of the same kind as the already installed WVMS edition, you will 
be given the option  to upgrade  the product.  It  is not possible to install  another type of package on top of the 
existing one, e.g., Wavesys WVMS Enterprise  Recording server on top of Wavesys WVMS Professional: if  you wish 
to change the server type, uninstall the old software package first. 

Press Next to go through the steps and complete the wizard, which is very much alike the installation wizard. At each 
step, read all the information displayed and press Next until finished.  
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Use existing database configuration  

If you want a clean installation, choose to ignore the existing configuration : the current database will not be used 
and will be replaced with an empty one, as if you were installing the software from scratch. Otherwise, leave the 
wizard to use the existing configuration. In either case, the old database is not actually removed but is saved as 
a backup, so you will  be able to load it  anytime later via Backup and Restore Wizard. 

In  case the installation  wizard detects your license  subscription  has run  out, you will  get a warning  about 
license compatibility. By default, the initial subscription will allow for version upgrades during 2 years, starting from  
the license activation date. Hence, if the target upgrade version is newer, this warning will pop up. 

 If you have already acquired a subscription upgrade, proceed with the installation, then run the license 
manager and upgrade your license in either online or offline mode  

 Otherwise, cease the installation and choose another software version that was released before the license 
subscription ran out (or continue using the existing version)  

You can contact our sales department via sales.apac@wavesysglobal.com, sales.emea@wavesysglobal.com, 
sales.americas@wavesysglobal.com or via direct manager contact to learn about the license subscription options and 
price offers. 

mailto:sales.apac@wavesysglobal.com
mailto:sales.emea@wavesysglobal.com
mailto:sales.americas@wavesysglobal.com
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If you proceed with the upgrade but do not provide a valid license after the installation is complete, the software will 
not operate. Therefore, do not proceed with the upgrade until you have renewed the subscription. 

 

If  some of the files cannot be upgraded because they are in  use, you will  get a corresponding warning.  

 Choose Ignore to proceed with the installation: reboot may be required afterwards but it is safe to select 
this option, esp. if the processes are from WVMS; or 

  Stop the listed applications/services  and click Retry  to continue installing  the software, or 

 Click Abort to roll back the installation (the process will be cancelled and you will get a corresponding 
error in the wizard's dialog box).  

To verify the software release date against your license subscription expiration date, right-click the installation 
file > choose Properties > go to the Digital Signatures tab and check the timestamp. 
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Click Ignore  to proceed with  installation  (reboot may be required  afterwards) 

The upgrade process will  then continue and replace your WVMS software version to the newer one. 
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Uninstall/Change Software  

Software can be uninstalled  in  two ways: 

1. From the Windows Control  Panel 

2. By launching the same package that  was used for  installation  

In  either case, you have a choice between changing and uninstalling  the product.  
 

 
 
 

Change or uninstall  the product  

Select Change if you wish to re-install or add software components. The process will be similar to the initial 
installation.  

Select Uninstall to remove all software components. You will be asked if you wish to keep the configuration and the 
current license; the following common use cases apply: 

 keep the license and remove the configuration if you wish to re-configure everything from scratch after re - 
installation (e.g., in event of a corrupt database or having to move the server to a different system); 

 keep both if  you are going to clean install  the software; 

  remove both if  you do not intend  to use the software on this machine anymore. 

Press Next to proceed with the uninstallation process. Note that you may have to confirm these changes if UAC has 
been turned ON. 

Before making any changes to the installation, make sure to close and stop all software services and 
applications. If processes are not stopped, some of the software components may not be removed or replaced 
during the installation process.  

In order to check this, open Windows Task Manager, select 'Show processes from all users' and make sure 
there are no processes starting with 'VMS..'. If there are any, stop them manually and then proceed with the 
installation changes. 
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Uninstall  

If you did not stop the WVMS server before starting the uninstall process or if some third -party software (e.g., 
antivirus) has locked WVMS files, you will get a warning.  

 

A warning about some files being locked by a process 

In this case: 

 choose Abort to cancel the uninstall process 

  stop the processes manually  yourself and then click Retry  
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To perform a clean installation, it is crucial to make sure that no Wavesys Global software processes are running, 
whether explicitly or in the background. Follow these steps:  

1. Stop all Wavesys Global software services and/or  applications;  

2. Open Windows Task Manager, click 'Show processes from all users' and check that there are no processes 
starting with 'VMS..'; if there are any, stop them;  

3. Uninstall  software as described above, keeping your license and configuration;  

4. Install  [new]  software version, carefully following  all steps and recommendations; 

5. Start the software and check if  the desired change has been carried out. 

click Ignore  to let the wizard handle the files automatically  (recommended, an reboot may be required)  

Generally, if  you see that  the process mentioned in  the warning  is WVMS own  process , simply  choose the Ignore  
option  and let the wizard do the job. 

When the wizard finishes removing software components, hit  Finish to exit. 

Clean  Install  

Sometimes it is necessary to install software anew, i.e., to change software bit version, roll back version, and also in 
event of major software-related troubles. 

Although software upgrade is not possible with different bit versions, you can migrate your installation to a 
different bit version by performing a clean install.  

You can perform clean install yourself if you are already familiar with the software. If you are doing it for the first 
time, we recommend that the procedure is supervised by a Wavesys Global support engineer so that you learn 
how to do this quickly and effectively, avoiding possible mistakes. 
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15 Database Import  

It is possible to use a WVMS database - either coming from a different server and/or a different software edition - to 
import resources into your WVMS installation. This feature allows you to add such resources as devices, channels, 
users and Event&Action  Configurator  content. It  is possible to import  the data from  single  server databases. 

Possible scenarios for  this feature may be as follows:  

  combine many Wavesys WVMS Professional servers into  a single Wavesys WVMS Enterprise installation 

 transfer configuration from one Wavesys WVMS Professional server to another 
 

Choose the database import  option  from  the application  menu 

To start data import, press the application menu button in the upper -right -hand corner of the Wavesys Console 
window and choose the Configuration import from a database option.  

 

From the standard Windows Explorer Open File dialog box, locate the target VMSConfig-xxxxxxxxxxxx.db file and 
open it. 

You can also bring a database from another server. By default, all WVMS databases are located in the 
following directories:  

C:\ ProgramData\ Wavesys Global\ Wavesys WVMS Professional - for the Wavesys WVMS 
Professional product edition  

C:\ ProgramData\ Wavesys Global\ Wavesys WVMS Enterprise - for the Wavesys WVMS Enterprise 
product edition  

C:\ ProgramData\ Wavesys Global\ Wavesys WVMS Enterprise Recording server - for the Wavesys 
WVMS Enterprise Recording server component of a Wavesys WVMS Enterprise installation 
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Locate the database file 

The resource selection dialog box will appear. Choose the items to be imported using checkmarks in the left column; 
use the search field  in  the upper right  corner to filter  the items by type or by any other text field.  In  case the 
imported  entities already exist on the host server (e.g., built -in  recording profiles),  their  import  action will  be 
Merge; otherwise, the action will be marked as Add. When resources are merged, their permissions are merged as 
well. All types of resources can be imported. 

 

Choose resources to be imported  

When you have finished  with  resource selection, click OK to proceed. 
 

Before applying all the changes, review your import  summary and click OK to confirm  and finish  the import.  

Important : this action cannot be undone. Before confirming, make sure to review all the changes you wish to 
apply. 
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Review the summary and confirm  configuration  import  

All selected items will be added to the server configuration immediately and you will be able to work with them 
normally.  



Wavesys WVMS Enterprise Administration  Guide 

50 

 

 

16 Configuration  Backup 

Server configuration is a time-consuming process and it is wise to save a copy of your WVMS database after certain 
changes so that you have something to start the server with in case the main database becomes corrupt because of a 
hard disk failure or some other reason. WVMS provides several options for database backup and we strongly 
recommend that  you create configuration  restore points to save the trouble  of re-configuring  the server from 
scratch. 

Automatic  Backup  

Automated configuration backup allows you to save your WVMS database based on a schedule. To access the 
settings via Wavesys Console, click the application menu button in the upper-right -hand corner and choose 
Automated backup configuration . 

 

Set automatic  database backup preferences 

Automated backup is enabled by default with  the following  settings: a restore point  is created every two days at 
2AM, with a maximum of 15 files to be kept. You can either leave the default settings, including the default location, 
or define your own backup time and frequency in the Settings tab. 
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Backup status 

In  the Status tab, you can see the date of the last backup attempt  and the next scheduled backup time. 

Backup  and  Restore Wizard  

Additionally to the automated backup, it is possible to create a configuration restore point manually at any time. The 
same wizards provides an opportunity to start the WVMS with an earlier database version. 

Run the Backup and restore wizard  from  your Windows Start menu: Start  -> All  Apps -> Wavesys Global -> 
Wavesys Global Server Backup and Restore Wizard . In  Windows 7 and older versions, use Start  -> All  Programs  - 
> software installation folder -> Tools -> Wavesys Global Server Backup and Restore Wizard; alternatively, use 
Cortana/Search to locate the wizard in the programs menu. 

 

Choose whether you want to back up or restore the database 

 
Backup  

 
Choose the first  option  to back up the database contents to serve as a restore point  and click Next. 
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Choose items to back up 

Here, you can choose the information to be saved and also add a custom description for your future reference. You 
can either use the default destination folder or choose a custom one, even located on a different disk or a network 
drive. 
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Restore point  successfully created 

The wizard will  create the backup and display a success message. Click Finish to exit. 

 
Restore  

 
Choose this option if you wish to start the WVMS server with a database from an earlier time instead of the current 
configuration.  

 

If you have a clean WVMS installation and wish to restore its configuration from an earlier point, make sure to 
initialise the server using the Server Setup Wizard, which usually pops up automatically after the installation is 
completed and is available via Start menu. (There is no need to do this if you upgraded the software to a newer 
version so that it already has been initialised earlier). 
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Choose a restore point  

Here, you have two options: select a backup file from the list or manually locate the necessary *.lxb file. In either 
case, make sure you have chosen the right backup to be used and then click Next. 
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Choose items to restore 

Make sure you have chosen a suitable database to be restored by reviewing the items and using your earlier 
comments as a reference. Click Next when ready. 

 

A database from a newer software version cannot be used for this. Older database versions can be used 
without issues; however, we recommend that you use the latest available backup from a stable software 
version (not beta). 
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Restore in  progress 

The wizard will  ask you to stop the WVMS services and start restoring  the database after your confirmation.  
 

If  nothing  interferes with  the restore process and the backup file  is intact,  you will  receive a success message after 
the wizard finishes restoring your WVMS server configuration. Server service will be automatically started with the 
restored database. 

Caution! This is an irreversible operation. Do not abort the process or shut down the server machine during 
the process. 
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17 Remote Upgrade 

In addition to traditional installation, you can also apply upgrades to the software components remotely from the 
central management server. Eligible components are: Wavesys WVMS Enterprise Recording server, Wavesys 
Console and WVMS Monitor  application.  This feature will  allow you to deploy the remote Wavesys WVMS 
Enterprise Recording server and client machines once and then easily handle the upgrades from any place, keeping 
the whole system up to date with little effort.  

Briefly, the idea of the remote upgrade procedure is that you first upgrade your Wavesys WVMS Enterprise server, 
then carry out the upgrade for Wavesys WVMS Enterprise Recording server machines and remote workstations. For 
Wavesys WVMS Enterprise Recording server installations, the upgrade procedure is conducted from the central 
management server side; for  Wavesys Console and WVMS Monitor  applications, you simply  enter file  locations on 
the central server, allowing the remote machines to perform their upgra des by downloading the installation files.  

Below, you will  find  a detailed description  of the recommended upgrade procedure, and details on each step. 
 

Prerequisites  

Before starting  the upgrade process: 

  make sure you have downloaded the target version files for  all components 

 use a good uplink with enough bandwidth as you will have to transfer the installation packages to the 
remote machines 

 ensure all Wavesys WVMS Enterprise Recording server servers are stable and have the latest OS updates 
installed (and no OS updates are being installed at the moment) 

  make sure that  remote servers are reachable via HTTP from  the central management machine 

The simplest way to verify  the HTTP connection status is to try  opening the Wavesys WVMS Enterprise server in 
your browser, as if you were trying to reach its Wavesys WVMS Streaming Server interface, e.g., 
http://192.168.4.56:8081  (default  port  is 8080).  Another  simple alternative  is to use telnet to the same IP and port.  

If required, it is also possible to perform the recording server upgrade manually locally, similarly to the initial 
installation.  

Wavesys WVMS Enterprise Recording server Upgrade Procedure Description  

The general idea it to: transfer the upgrade packages and verify remote server availability, upgrade the central 
server, then carry out the remote server upgrade. The order of steps is important for smooth experience, especially 
in case you have a lot of recording servers. 

Steps: 

0. Download the new version installation  packages onto the Wavesys WVMS Enterprise  server PC. 

1. Do NOT upgrade the central server yet. Open Wavesys Console locally on the Wavesys WVMS Enterprise server. 
In Wavesys Console, go to the main menu > System upgrade > File locations > specify the local paths to the new 
Wavesys WVMS Enterprise Recording server installation packages (both bit versions, if necessary). 

2. Go to the Upgrade tasks tab > select all required recording servers > click Upload upgrade . By doing so, you 
verify the HTTP port availability and transfer the files.  

We strongly advise that you keep both major (e.g., 1.2.x) and minor software versions (e.g., 1.2.3) across your 
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx ) may differ slightly in case your are using 64- 
bit and 32-bit editions.  

Different  major  versions  (e.g., 1.5.0 and 1.6 .0) will  not  work  together  by design. 

For the remote upgrade feature to work properly, the Wavesys WVMS Enterprise server must be reachable 
over HTTP from the Wavesys WVMS Enterprise Recording server machines. 
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3. After the upload is complete and Wavesys WVMS Enterprise Recording server status is Ready to install , you can 
proceed with the central server upgrade. If some server does not have the Ready... status (Waiting for 
connection/connection timeout), double -check if HTTP connection is available. Close Wavesys Console and upgrade 
the Wavesys WVMS Enterprise server locally. 

Recording servers will now have incompatible server versions. They are still operating but it is impossible to re- 
configure them, so therefore you need to upgrade them ASAP. 

4. Open Wavesys Console and go to main menu > System upgrade > File locations > check if packages are defined, 
and, if not, then point to them again.  

5. From now on you can use either local or remote Wavesys Console connection to the Wavesys WVMS Enterprise 
server. In the System upgrade dialog, to Upgrade tasks > click Upload upgrade until all servers have the Ready for 
upgrade status. 

6. Now upgrade recording servers one by one. Click the Install upgrade button to launch the installation on the 
remote server. Repeat for each recording server. 

You can do this for all servers at once, but it is better to upgrade step-by-step: if something goes wrong, you will have 
the system partially running.  

Upgrade Procedure Step -by -Step  

To access the remote upgrade feature, open your Wavesys Console application, click the main application menu 
button in the upper -right -hand corner and choose the System upgrade option. The System upgrade dialog box will 
appear. 

The Upgrade tasks tab will contain all the currently configured recording servers with their type, status, current 
version and upgrade status. As the upgrade proceeds, the server status reflects the changes. 

 

One connected Wavesys WVMS Enterprise  Recording server with  an out-of-date software version 

Before starting the upgrade procedure, specify paths to the new installation packages. To do so, switch to the File 
Locations tab. The locations must be on the central management machine, even if you are accessing the Wavesys 
WVMS Enterprise server from a remote Wavesys Console. 

 

Review locations of the executable files 
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Here, you can review the existing locations of the packages. In order to pick different installation packages for your 
next upgrade, click the Edit button on the upper panel.  

 

Wavesys WVMS Enterprise Recording server Upgrade  

When you have entered locations of all the required components, switch back to the Upgrade tasks tab. From the list 
of all the configured recording servers, choose one to be upgraded by clicking it once in the list. Note that only online 
servers (i.e., those having their status as Connected) can be upgraded. 

Here, you have two options: transfer the upgrade package to the target server and run the upgrade at once , or just 
upload  the file.  The latter  option  is convenient when, for  example, you have a good upload speed at the moment but 
it is not possible to perform the upgrade for some reason: you can transfer the file at once and then log in remotely 
later over a slower connection and simply hit the Update and install button - the installation package will not be 
uploaded repeatedly and, instead, the installation of the upgrade will be conducted immediately.  

 

Upgrade in  progress 

After the upgrade, the remote Wavesys WVMS Enterprise Recording server service will be restarted automatically so 
you will get a Disconnected status for a moment, and then the Wavesys WVMS Enterprise Recording server will 
appear back online with a new version installed. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
Change file  locations 

For every software component, click the Select button on the right side and choose the appropriate installation 
package; use the Clear button to remove the currently defined field value. Make sure to define correct packages for 
32-bit and 64-bit.  

Please make sure to use original, valid installation packages for WVMS, which have been either downloaded 
from Wavesys Global website or FTP, or provided by its representatives or certified partners. Files that are not 
proper WVMS packages will not be accepted, resulting in an error. 

Do  not  use  beta  versions  (pre-release) of the installation  files on production  servers. 

The specified paths must point  to the files, which are located on the central  management  server. 
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Successful upgrade of a remote Wavesys WVMS Enterprise  Recording server 

Wavesys  Console and  WVMS Monitor  Upgrade  

Remote UI applications are upgraded in a slightly different way. First, you need to set the paths to the new packages 
on the central management server side; then, every connecting Wavesys Console or WVMS Monitor will get an 
upgrade notification if their version is older than the one specified in the upgrade package path. No upgrades will be 
offered in case no upgrade package has been specified. 

If Wavesys Console or WVMS Monitor detects that an upgrade is available, it will offer you to download it straight 
away. If your network connection allows it, click OK to agree and download the upgrade package. 

 

Wavesys Console application  offering  an upgrade on startup  

The upgrade package will  be downloaded using your default Web browser and saved on your local computer. You 
can start its installation at any time, provided that your Windows user has enough privileges to run the installation.  
After the installation, just start the application as usual.  
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18 Start & Stop Server Service 

After software installation (except for the Wavesys Console or WVMS Monitor only installations), two components  
are registered as Windows services : Wavesys Global Server service and the accompanying Watchdog 
service. Both these services are set to automatic start meaning that they will be launched straight after Windows 
start-up regardless of whether any user is logged in or not. 

By default, the server will run in silent service mode, i.e., without any status indication other than that in the 
Windows Services management console; from there, both services can be stopped, started and restarted. 

Double-click the server shortcut on your desktop to launch the system tray shell for the server: the server icon will 
appear in the system tray, allowing you to start and stop the service by right-clicking it and selecting your desired 
option. WVMS Watchdog service runs silently in background as an auxiliary service and has no user interface except 
for the settings' dialog box in Wavesys Console. 

 

Start and stop the server service from  the system tray 

If  the server service is stopped while Wavesys Console connections are active, the wait-for -server-connection 
window will appear on top of Wavesys Console, disabling any input. The same thing will happen if there are any 
problems with server connectivity. It will automatically disappear when the server is online again; alternatively, you  
can click Close to exit Wavesys Console at this point and open it manually later. 

 

Connection lost 
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19 Setup Wizard 

The Wavesys Console Setup Wizard is automatically started after product installation and activation is complete. 
You can skip the wizard at this point and launch it later anytime from the Wavesys Console upper-right corner 
menu; we recommend, however, that you use the wizard for the initial server setup. 

 

Run the Setup Wizard from  the menu in  the upper-right -hand corner 

The Setup Wizard will show you the process summary and guide you through the necessary steps in order to 
configure the installation. To proceed with each next step, simply click the button below the list of steps; to exit the 
wizard without  completing  the setup, press either Exit  or Launch WVMS Monitor  button  in  the bottom  left  corner. 
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Step  1: Organisations  
 

Wavesys Console Setup Wizard 

First of all, you are given the option to create the organisations in use. Organisations is simply a conventional name 
for the feature; use may vary depending on the project specialization: companies, departments, branches etc. Read 
more about the Organisations feature in the corresponding section of this manual.  

Note that  this step is not obligatory:  if  you do not plan to use organisations within  currently  installed  system, choose 
No when asked about it.  This will  allow you to skip the step and continue with  setup from  step two. 
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Setup Wizard:  Organizations 

By default, the wizard will  wait  for  you to enter the first  organisation. Enter the name of your choice and click the 
Create button  in  the bottom.  
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Create New Organization 

The newly added item will appear in the list on the right; by default, it will stay selected so that you can edit the 
name at once (the name of the button below will change to Apply Changes - you will need to click to confirm). To 
add another item, click the + New button at top of the list of organisations.  

Use the  recycle bin icon in the upper-right -hand-hand corner of the window to delete the selected items from 
the list of organisations.  

 

Add multiple  organizations 

When done, click OK to save and go back to the main wizard window  to proceed with  the next step. 
 

Step  2:  Server Autodiscovery  

Bring online all WVMS servers to be automatically discovered and make sure they are reachable from the central 
server machine. When you are ready, press the Launch Step 2 button. The wizard will mark the already finished 
steps for you, providing a short description of what has been achieved at each step as you go. 
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Wavesys Console Setup Wizard:  Step 1 complete, proceed with  Step 2 

The wizard will automatically scan the network for available recording servers and list them for you. If no recording 
servers are found, check network connection and configuration, and make sure that the installations you are 
searching for are up and running. 
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Wavesys WVMS Enterprise Recording server autodiscovery 

Select discovered servers in the list on the right side of the screen one by one and enter settings for each; use the 
Search field in the upper -right -hand corner to find a specific recording server. Alternatively, just click Add selected 
servers to attach all checked servers to the system configuration and adjust all settings later. 

 

The following  settings are available: 
 

Setting Description  Default  Value 

Title  User-defined recording server name IP:port  

Connections Network settings to reach target recording server; multiple values can be listed in 
the form of [IP:port] if a server is reachable via multiple interfaces  

Autodiscovered 
IP:port  

Failover 
node 

Determines if  target server takes role of failover  node Disabled 

Failover 
cluster 

Failover cluster for  the target server to be a part  of [none]  

If you are running the setup wizard immediately after software installation, there will be no default failover clusters. 
You can add a new failover  cluster on the fly  by clicking  the Change button  near the Failover  cluster field  and then 
by clicking the + New failover cluster button.  

There are two types of selection in the item list: checkboxes and colour highlight. Checkboxes are used to 
choose the items to be added to server configuration after you close the dialog box; highlighted items are 
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to 
change their settings. 



Wavesys WVMS Enterprise Administration  Guide 

68 

 

 

 

 
Add a new failover  cluster by clicking  the + New... button  below 

You will be given the opportunity to enter a title for the newly created failover cluster; after clicking OK, you will be 
brought back to the Server Autodiscovery dialog box, with target cluster selected for the server currently being 
modified. You can repeat the procedure if you wish to add more failover clusters at this stage. Click the Apply button 
below to save your modifications before selecting another server. 

Click the Reset button below to restore the autodetect settings; the failover clusters created will not be deleted if you 
reset server settings here. 

After you have adjusted settings for all automatically discovered servers, review the server list and put a checkmark 
next to those you wish to add at this point (by default, all servers with valid settings are checked), then click Add 
selected servers to return to the main wizard window.  

Step  3:  Devices  and Channels  

Next step will allow you to automatically search and add cameras and other video source devices from the servers 
found on the previous step; note that this step will fail if no servers are available. Press the Launch Step 3 button to 
open the dialog box. 



Wavesys WVMS Enterprise Administration  Guide 

69 

 

 

 

 
Wavesys Console Setup Wizard:  Step 2 complete, proceed with  Step 3 

Select the server to perform device discovery for by clicking the Change button and choosing one of the recording 
servers found on the previous step. 

Scan Parameters  

First,  select scan mode; the following  options are available: 

  scan IP address range: specify a continuous LAN segment to be scanned 

  scan network  adapter address range: select one or more network  interfaces to be fully  scanned 

 scan attached devices: the local hardware system will be scanned for capture boards and Direct Show 
video sources 

If you have chosen to search for IP video sources, you should review additional connection settings and change or 
update them, if required:  
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 ports: HTTP ports, comma separated 

  user credentials: pairs of comma-separated user names and passwords, one pair  per line 

Use the Reset button below to discard all changes and start entering scan parameters again. When you are ready, 
press OK button below to begin scanning. 

 

Scan attached devices 
 

Scan address range 
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Device Autodiscovery  

After scanning has been completed, you will be taken to the Device Autodiscovery dialog box, which will allow you to 
review the found devices and their channels, and enter/modify related settings. Use the Search field in the upper - 
right -hand corner to find a specific device by name, model, IP, port or hardware ID (for IP devices, ID includes MAC 
address). 

 

Click a device in the item list to load its settings into the Device Properties window. Note that some settings may be 
missing for some of the automatically found devices; this depends mostly on device and whether user data was 
correctly provided. In such cases, simply fill in the missing data manually and click the Apply button below to save 
the configuration changes. 

 

Set up discovered devices 

There are two types of selection in the item list: checkboxes and colour highlight. Checkboxes are used to 
choose the items to be added to server configuration after you close the dialog box; highlighted items are 
subject to immediate properties changes. Use CTRL+click or Shift+click to select all or several items at once to 
change their settings. 
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If device is not integrated with the software (native support), it may be detected as generic type (e.g., ONVIF). If you 
think some devices have not been discovered, check if they have different HTTP ports; also, try adding 
them manually . 

 

Setting Description  Default  value 

Device name User-defined video source name Autodetected model + IP, 
empty if not detected 

Model Device manufacturer  and model, or generic type Autodetected vendor and 
model, empty if not 
detected 

Host Device IP address Autodetected 

Port Device HTTP port  Autodetected 

Username Device user credentials; note that you have to provide administrative 
profile credentials in order to be able to change device settings via 
software interface 

Appropriate username 
from provided list or 
autodetected 

Password Device user password Appropriate password 
from provided list or 
autodetected 

Make sure you select all the devices you wish to add by putting a checkmark next to them. Devices with missing 
configuration (model and/or IP) are unchecked by default and will not be added to active server configuration.  

Switch to Channels tab to review the detected video channels of the discovered devices: this is particularly  important 
if  you are using multichannel  devices, e.g., capture boards and encoders. Use the Search field  in  the upper-right - 
hand corner to find specific channels by name or device name. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Set up discovered channels 

Here you can edit the channel name and assign recording configuration. By default, recording is enabled for all 
channels: click the Change button near Recording settings to manage recording profiles and assign them to your 
channels. To add a new recording profile, click the + New recording configuration button below; you can find more  
details about recording profiles in the corresponding section. Click OK to save and return back to devices and 
channels; click Apply to save configuration changes. 

Recording configuration here is assigned to the main streams of the target channels. In order to set up 
substream recording, please go to channel configuration . 

After changing the channel recording configuration, do not forget to click Apply , otherwise the changes will 
not take effect. 
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Select the recording configuration  or create a new recording profile  

Click the Start  device search button  above at any time to restart  device discovery. 
 

Click Add selected devices and channels to save and go back to the main wizard window. You will be asked if you 
wish to scan more servers at this point: choose Yes if you wish to add more automatically discovered devices to the 
same or some other recording server. 

All previously discovered devices and all configuration changes will be discarded if you restart camera 
autodiscovery. 
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Setup Wizard:  scan more servers 

Select No to finish  with  device autodiscovery and proceed with  user management. 

Step  4:  Users  

This step will allow you to add users and user groups and give them permissions for the servers, devices and 
channels added earlier. Press the Launch Step 4 button to open the dialog.  

 

The built -in Administrator user account and built -in Administrators group are root users with access to 
absolutely all the available resources. As a result, resources choice is unavailable for the Administrators group, 
and it is also impossible to add Administrator user to any other group.  

Any users added as members to the built-in Administrators group will have the same full authority as root 
users. 
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User  Groups  

 
First, decide whether you want to create user groups or work with a non-systemised array of user accounts. For large 
systems with complex user structure, groups are strongly recommended for reasons of improved manageability. 

 

Setup Wizard:  users and user groups 

Choose No to proceed with plain user management at once; otherwise, you will be offered the chance to create user 
groups and distribute existing resources between them. Note that the Setup Wizard interface offers simplified 
settings for user groups at this point; later, you will be able to create nested groups via the corresponding Wavesys 
Console section. 
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Add one or multiple  user groups 

Enter a name for the first user group and then click the Create button below: newly created group will appear in the item 
list on the right. By default, the last modified group stays opened for changes. Correct group name, if necessary and then 
click Apply changes, or click Reset to discard the latest changes and revert to the most recently saved state (the same 
thing will happen if you select a different item for editing).  

To create more groups, click the + New button on the upper panel and proceed in the same way as on the first 

iteration.  Use the  recycle bin  icon to delete selected group(s) (hold  CTRL or Shift  to select multiple  items). 

Switch to the Resources tab to assign servers and server contents for this user group. Available resources at this 
point include servers, connections, organisations, devices and channels. 

Choose the group name in the first column to manage its resources. To add a resource, pick at least one permission 
for it and it will be automatically moved to the Selected resources list. To remove a resource, uncheck all its 
permissions - either manually or using the Clear button below. Note that double -clicking resources does not work 
here as one or multiple different permissions must be specified. 

When you have finished,  click OK to proceed with  user accounts. 

 
Users  

 
To create the first user, simply fill in their details and then click Create below. By default, the most recently modified 
user will  stay open for  changes; correct user details, if  necessary and then click Apply  changes, or click Reset to 
discard the most recent changes and revert to the latest saved state (the same thing  will  happen if  you select a 
different item for editing). Note that you do not have to re -enter the password when editing - only activate Set 
password if you wish to re-define it.  

To add more users, press the + New button on the upper panel and proceed in the same way as described previously. 

Use the recycle bin icon to delete selected user(s) (hold CTRL or Shift to select multiple items). 



Wavesys WVMS Enterprise Administration  Guide 

77 

 

 

 

 
Enter user details 

One the Details tab, the following user properties are available (all fields are required): login, full user name, email 
address, password and status. Passwords must be entered twice - this is a security precaution to avoid typos. Every 
user is enabled by default meaning that the target account is active and can be used for server logon; disable user 
accounts you wish to suspend while keeping all user-related information and resource permissions.  

 

Choose groups for  the newly created users 

On the Membership tab, select groups for the specified users to become members of: move groups by double- 
clicking them or by using the Add/Remove buttons below. 
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Enter individual  user permissions 

Switch to the Resources tab to add individual resource permissions. This can be used both for group members and 
for  users not belonging to any of the groups; individual  permissions will  not be removed if  the user is excluded 
from the group.  

To add a resource, pick at least one permission for it and it will then automatically be moved to the Selected 
resources list. To remove a resource, uncheck all its permissions - either manually or using the Clear button below. 
Note that double-clicking resources does not work here as one or multiple different permissions must be specified. 

When you have finished,  click OK to save and go back to the main wizard window.  
 

Step  5:  Events  and Actions  

On the last step, alarm and action management for the target servers is introduced. Press the Launch Step 5 button  
to open the dialog box. 
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Setup Wizard:  Step 4 completed, proceed with  Step 5 

The wizard offers quick setup of email notifications for several common event types (camera video loss, recording 
error and motion).  
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Setup Wizard:  quick events & actions 

Note that all the settings here apply solely to the channels discovered on the previous step; if you have configured 
other devices prior to launching this wizard, they will not receive the current event & action settings - launch the 
Event & Action Configurator to set up rules for other devices. You can also use E&A Configurator if you wish to add 
other types of alarms and/or actions.  

When you are finished  with  all steps, you have the following  options:  

  Restart  wizard : start  the wizard again to set up more resources 
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  Launch  WVMS  Monitor : open WVMS Monitor  application  (will  close the wizard)  

 Done : close the wizard and proceed to Wavesys Console 
 

Setup Wizard completed 
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20 Console First Start 

All server configuration is conducted through a dedicated interface - the Wavesys Console management application. 
The management interface has been intentionally separated from the WVMS Monitor application in order to 
concentrate all administrative utiliti es in one place and also to conceal the unnecessary menus from the WVMS 
Monitor operator. Applications are totally independent from each other and can be or not be installed on the same 
machine. Wavesys Console for a single installation management can be installed on one or more computers, 
depending on the system administrator's needs. 

 

Run Wavesys Console application  by double-clicking  the Wavesys Console shortcut  from  the desktop or Start menu. 

To log in,  simply  enter your Wavesys WVMS Enterprise  server's local or remote address (IP or host name), TCP 
port and user information. If you have logged into different servers from this Wavesys Console instance in the past, 
the Wavesys Console login dialog box will have a drop-down list in the Server field.  

Note that, if you already have pre-configured user accounts, the user must have corresponding permissions in order  
to connect. 

 

If you are refused a connection, make sure that the server is running and accessible over the network. (For more 
detailed information about what to do, please refer to the Troubleshooting  section of this document: it is constantly 
updated with most common cases). 

 

Wavesys Console login 

After logging in for the first time with default username and password, you will be reminded to change your 
password. For security reasons, we strongly recommend that you do so at once. 

It is implied that Wavesys WVMS Enterprise installations are handled through the central server by logging 
into  the target central server locally or remotely via Wavesys Console. Recording  servers  can be also 
reached via Wavesys Console but it is not possible to change their settings directly. 

If your server has default TCP port configured (which is 60554), you do not need to specify it when connecting: 
simply  type the IP or hostname of the server to connect to. However, if  the server TCP port  has been altered, 
you need to specify the port explicitly, making the connection address look as follows: 

<address>:<port>,  e.g., 192.168.1.77:60555 or localhost:60887  

Server TCP port  can be changed via WVMS Server Setup Wizard. 

The default  username  and  password  for  the new installation  is admin/[empty] . 
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Change Password reminder  

Immediately afterwards, you will be given the option to change the password using an additional dialog box. To 
change the password, enter your old password (initial, default password is empty so just leave the field empty), 
then enter your new administrati ve password for the current server, enter it for the second time to confirm, then 
click OK to save. 

 

 

Password must meet the server policy requirements  

After you are done with password update, you will be given the opportunity to fill in the initial server settings using 
the quick Setup Wizard. We recommend that  for  optimum  configuration  progression you follow  the steps. 

The new password must comply with server policies , by default these are: minimum 8 characters total 
length, including at least 2 lowercase and 2 uppercase letters. 
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21 Recommended Practices 

General  
 

Setup  

When carrying out new installations, especially if you are new to this product, we advise that the following 
configuration priority is maintained:  

1. Organisations 

2. Servers and failover  clusters 

3. Networks (connections) 

4. Devices and channels 

5. Users 

6. Events and actions 

7. Other features, in  any order 

In  such a way, the optimum  course of actions is maintained;  in  the sense that,  if  everything is set up 
properly,  you will  not have to go through  the same configuration  section multiple  times. This makes the setup 
process logical and transparent. For instance, if you go to user setup first and then switch to adding servers and 
devices, you will still have to go back to the users' section in order to add corresponding privileges; so, the suggested 
priority is n ot obligatory, but it is advisable for efficient implementation.  

You may have noticed that quick setup wizards have the same configuration order as described above. This is due to 
an analysis of our own and our customers' wide experience in system deployment and configurations, and thus this 
scheme has been brought to you as a recommended practice. 

For existing (running) installations, when only a partial settings update is intended, the scheme above may not make 
sense; any specific settings can be changed later on independently  via corresponding sections of the Wavesys 
Console management application. However, if you are adding a new server, it would be sensible to follow the 
procedure partially (steps 2 to 5). 

Groups  

Another important pragmatic recommendation for enterprise installations is the usage of groups. In case of large 
amount of users, servers, devices and other resources splitting them into groups makes the overall deployment 
process easier and enables more comprehensible and easy utilisation of the system for the end-users. 

Grouping is heavily dependent on the actual target system and should take into account the peculiarities of the 
system. Segregation may be logical, virtual, actual, based on location or access type; the main idea is to facilitate the 
usage, so, the needs of the end-user should be properly understood first.  

A striking example of the advantage of groups is in situations when you need to add permissions for multiple users: 
instead of browsing the whole user list and searching for those required, you only have to click one group to assign 
permissions to all users inside it. Different types of groups can be used, with not just dividing resources, but also 
having overlapping categories for better manageability. 

We strongly advise that you keep the software versions (e.g., 1.x. x) and subversions (e.g., 1.2.x) across your 
system match exactly. Software build numbers (e.g., 1.2.0.xxxxx ) may differ slightly in case your are using 64- 
bit and 32-bit editions.  
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22 About Product 

Information  about the currently  running  product  can be viewed from  the local computer in  three ways: 

 right -click the system tray icon and select About (if there is no tray icon, launch server shortcut to run the 
tray shell);  

  from  Wavesys Console, click the Application  menu icon on the navigation panel and choose About;  

  from  WVMS Monitor,  go to the main menu, click Help  and select About. 
 

About Server 

If you are connected to your WVMS server locally (via localhost), the About window will allow you to open the 
activation  manager from  here (except for  WVMS Monitor).  For remote connections, this option  will  be grayed out. 
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23 Conventions and Keyboard Shortcuts 

Mouse  Gestures  

Double -click an item containing more entities (e.g., any group): opens item contents in the same window 

Double -click a non -expandable item (e.g., server, user): opens entity configuration dialog box 

CTRL+click or Shift+click : select multiple items in a list  

Right -click  on a text field:  standard text edit menu 

Right -click  on a text field  when creating an action: standard text edit plus text macros 

Keyboard  Shortcuts  

Backspace : browse one step back in  Wavesys Console 

Alt+F4 : close Wavesys Console 

CTRL+A : select all items 

Visual Elements 

General  

New item (click  drop-down arrow to see available options) 

Remove item(s) 

 Deselect item(s) 

 Unacceptable filed value, hover mouse cursor for more information 

More information about the item, click to view the details  

 Refresh item list  

 Search 

Wavesys Console sections  

 
Configuration 

Events & Actions 

Health monitoring 

Audit log  

Management  

 
Network (server connection), connection settings 

Server 

Server group 

External  service 

 External service group 

Failover cluster 
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Software Watchdog 

Storage 

Resources (all or any type) 

User account/session 

User group 

General details 
 

Members of the current  item 
 

Current  item membership in  other groups 
 

User and user group permissions for target item 

Device 

Device group 

Channel 

Channel group 

Recording profile  (core recording settings) 
 

Recording schedule (recording itinerary based on core recording settings) 

Recording configuration (recording interface assignable to channels) 

Motion detector  

Layout Template 

Layout 

Layout group 

Map 

Video wall 

User button 

Visual group 

Shared channel 

Audit Journal (software log) 

Set (period etc.) 

Events &  Actions  

 
Rules 

Events 

Actions 

Global events 
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Conditions 

 
Event & Action schedules 

Mail servers 

Action  delay timers  
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24 Encryption 

All WVMS editions have enhanced security aimed at data protection, which includes not only advanced permission 
management but also encryption wherever possible. Data protection for WVMS encompasses database encryption, 
server-to-server and server-to-clients connection encryption, as well as password protection for the proprietary 
archive. 

Database  Encryption  

WVMS server uses several databases for  storing  the server configuration,  audit  logs and other software data, and all 
of them are encrypted by default. Once you install the software version that supports database encryption, all the 
databases are automatically converted to the encrypted format. There is no need to adjust any settings to enable this 
feature. 

 

Connection  Encryption  

Traffic encryption is not enabled by default, it can be turned ON in the server settings, in the Connections tab. There 
are separate settings for TCP connection encryption and HTTPS. 

 

Wavesys WVMS Enterprise  server connection settings with  encryption  options 

Client -Server Connections  

This setting affects all TCP traffic between servers and clients, including server-to-server communications in 
Wavesys WVMS Enterprise. 

 

Database encryption was introduced starting from the WVMS version 1.8.0 and is supported in all succeeding 
versions. 
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HTTPS  

Connections from remote Web browser clients and mobile applications, as well as API connections, can also use a 
secure channel instead of plain HTTP. 

To enable secure communications, enable HTTPS in the server settings, then specify desired HTTPS ports (different 
from HTTP ports) for local and internet connections, and then add the digital certificate you wish to use; you can  
either use your own certificate or generate a self-signed one right on this step. 

 

 

Archive  Encryption  

Each archive storage (local or network), as well as archive backups made through the Archive Backup Wizard, can be 
encrypted. You can provide a different password for every storage unit, and there is also an option to change the 
password at any time. 

Regular Server Archive  

To access the archive encryption  settings in  Wavesys Console, open the Configuration  section, choose Servers on 
the left, then double-click the desired server to edit its settings. In the Storage tab, click the Open storage properties  
button.  

 

Password-protected storage setup 

When configuring a Wavesys WVMS Enterprise system that has remote servers and clients of version 1.7 or 
earlier, make sure to upgrade all remote components to the same version as Wavesys WVMS Enterprise so 
that they support encrypted connections. As soon as it is done, you can safely enable encryption for TCP 
connections. 

If  you are setting up a Wavesys WVMS Enterprise system: 

In  addition  to the setup in  the central management server settings, HTTPS should be enabled for  each 
Wavesys WVMS Enterprise Recording server separately , in the settings of the target server. The certificate, 
though, should be only added once , and then you just need to choose it from the list, when setting up HTTPS 
on the Wavesys WVMS Enterprise Recording server machines. 

It is recommended that you use a valid digital certificate signed by a trusted authority instead of self -signed 
ones. If you use a certificate generated by WVMS, your browser will show you a warning. 
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Click the target storage in the list on the right or add a new local or network storage unit by using the +New button 
above the storage list: its properties will appear on the left. Mark the Enable encryption option and specify the 
password you want. 

To save the changes , hit the Apply button beneath the storage settings, then hit OK to close the storage 
configuration dialog box, and then click OK to finally save the storage settings together with the server 
configuration. Pressing Cancel on the last step will revoke the changes in the storage configuration. 

 

 

Starting from the moment you set the password, all footage recorded to the target storage becomes encrypted; 
retroactive encryption for the previously recorded archive is not supported. If you wish to have the already recorded 
data to be encrypted, you can use the replication feature  in Wavesys WVMS Enterprise, targeting the replicas to an 
encrypted storage. 

When the storage password is changed, the new password is used for  encryption  from  then on. If  storage encryption 
is disabled for some time and then enabled back, that part of the archive will remain unencrypted. 

Adding  an  Encrypted  Disk  

If you wish to use a storage, which contains encrypted archive, as a new storage unit and add it to the server 
configuration, you will be prompted for the password. You need to provide the password that was used to encrypt 
that  disk. If  you have provided a password hint  earlier, it  will  appear as a tooltip when hovering your mouse over 
the password field. 

 

Archive Backups  

The archive backup tool  also provides an option  to specify a password to encrypt the backup. 

When assigning a new password for the storage, make sure to remember it or store in a secure place: you will 
require it, should you need to access the storage contents in the following scenarios: 

when accessing the archive with  the Portable Player tool 

when adding the same disk as a storage unit for another server 

when adding a disk with archive backup as a storage unit 

if  you delete the encrypted disk from  the storage configuration  and then add it  anew 

There is a field that allows you to enter a password hint, which will be displayed in these situations. 

You will not be prompted for the password when accessing the archive from the WVMS Monitor application 
connected to a server with encrypted archive: WVMS server will decrypt it automatically.  

There is no option  to recover the password if  you have forgotten  it.  

Do not modify the contents of encrypted disks manually, this may result in the corruption of the whole 
archive. 
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Password protection  for  the archive backup 

There is no difference if the backup is made from an encrypted or an unencrypted storage; the password provided at 
this step will  be used in  future  for  archive access, whether you read the disk contents using the Portable Player tool  
or add the disk as a new storage to some WVMS server. 

Encrypted  Archive  Access  

When accessing an encrypted storage via WVMS Monitor and Wavesys WVMS Mobile, the archive is decrypted 
automatically and provided for browsing according to the user permissions.  

Should you want to access a directory that contains proprietary WVMS archive or its part (backup) using WVMS 
Portable Player tool, you will be prompted for the password. 
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Encrypted archive access in  the Portable Player tool. 

If you have specified a hint at the point of setting the password, it will be displayed as text or as a hint when hovering 
your mouse over the password field. 
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25 Purpose and Operation Description of Organisations 

Organisation support  is an enterprise level feature available with  the corresponding license edition  of Wavesys 
WVMS Enterprise.  Organisations can be thought  of as global, top-level groups for  the whole installation,  and thus 
can represent companies, office or shop branches, departments or any other independent parts of the system. These 
parts, consequently, will appear totally isolated from the end -users' point of view. 

 

System design example with  Organisations  utilization  

Organisation application  is recommended when target surveillance system has any of the following  demands: 

 sub-administrator role is required (users and setup permissions to be created from inside specific 
organisation, without  involving  the global administrator)  

 two or more different companies or customers utilizing the same CCTV system (both software and 
hardware) 

 hardware is required to be transparent for one or more sub-administrators or end users 

To better understand the usage concepts, let us consider an example. 

Company A owns an office building and has an extensive CCTV installation covering it; it also offers its services to  
two other companies, B and C, by lending them offices and providing CCTV services as well. As independent 
customers, these companies do not share resources, but they do have adjacent offices. 

Company A representative, CCTV system administrator, creates profiles for Company B and Company C, and  
creates corresponding user and device sets for each of them. As a result, security representatives and 
administrators from both companies each have access to the monitoring resources of their companies as sub - 
administrators, the rest of the system being c oncealed. Accordingly, when it comes to centralised management of  
the CCTV network, Company A security administrator has access to all available assets.  

Organisation resources comprise users (including  sub-administrators)  and channels. 
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26 Registration Of Organisations 

This section describes how to create and edit Organisations via the main Wavesys Console interface. This can also 
be done using the Setup Wizard. 

Create Organisation  

First, locate the corresponding menu item in Wavesys Console by selecting Configuration in the sections' panel and 
then clicking Organisations in the menu on the left.  

Click the + Create organisation  button  on the upper panel to bring  up the New organisation  dialog box. 
 

Enter organization  details 

In  the Details section, type a name for  the new organisation. 
 

Manage user privileges 

If you already have users and user groups, switch to Permissions. Users are automatically assigned to the 
organisation when you select permission to administer the organisation (the only option available); to remove a  
user, uncheck the permission or click Clear button  below. Currently  selected user will  be highlighted  in  green. 

Once you have finished, click the OK button to create the organisation with the settings entered, and then close the 
dialog box. You will be brought back to the main Wavesys Console window and the newly created organisation will 
appear in the item list.  
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Organisations  list  

 

Edit  Organisation  

Should you want to change the settings of one of the existing organisations, click the one you wish to alter in the 
item list so that it becomes highlighted and then click the Edit button on the upper panel, or, alternatively, just 
double-click the target organisation. The Organisation dialog box will appear, allowing you to edit the name and 
user permissions in a similar way to creating a new organisation. When you have finished with the changes, click 
OK. 

Delete Organisation  

To remove an organisation, select one or multiple organisations in the item list (use CTRL+click or Shift+click to 

select more than one at once) and then click the  recycle bin icon on the upper panel. You will be asked to 
confirm the action. Users and devices assigned to that organisation will not be removed, but they will lose their 
organisation attachment.  

Switch to Organisation  

Click the Switch to organisation button on the upper panel to enter the organisation view. This mode allows you to 
handle organisation resources - users and channels - from the organisation's point of view; notice that the Wavesys 
Console navigation panel now shows the path beginning with the organisation name and that contents of the menu on 
the left is also truncated compared to the full Wavesys Console view. 

 

Organization view 
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Everything changed in this mode - created groups, users, channels, permissions - will refer to the target organisation 
solely. To exit this view and go back to global mode, click the Exit organisation  button  on the navigation panel. 

 

Note that users belonging to an organisation and users privileged to administer it are separate, non-related 
settings. A single user may have both, none or one of these. 

Organisation affiliation  is set for  users when they are created: 

when creating users from general Wavesys Console view - no organisation attachment exists by 
default, but any can be chosen, 

when creating users/user groups from specific organisation view - attachment to current 
organisation by default.  

User/user  group permissions for  organisations can be set via: 

edit user-> Resources tab -> add Administer  privilege for  an organisation, 

edit organisation -> Permissions tab -> add Administer  privilege for  user/user group. 
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27 Connect Recording Servers Using Autodiscovery 

When you have installed and initialized your recording servers, the next step is to connect them to your central 
server and conduct the configuration of the recording servers through the central server. 

In addition to the manual recording server setup and recording server discovery via Setup Wizard, it is possible to 
launch the recording server autodiscovery from the central server at any time. It is convenient to use the 
autodiscovery feature if the number of recording servers within the system is large, and it also helps track 
connectivity issues at early configuration stages. 

Before launching the automatic  discovery process, please bring  online  all WVMS servers to be discovered at this 
stage and make sure they are reachable from the central server machine. Note that autodiscovery can be only 
conducted from the central server; you can be logged into the central server via Wavesys Console from any machine, 
provided that system configuration allows it.  

In order to launch the recording server autodiscovery via Wavesys Console, open the Configuration section, click 

Servers in the menu on the left, then click the little arrow  next to the + New server button and choose Find 
servers. 

 

Launch server autodiscovery via Servers menu 

Server autodiscovery dialog box will  then pop up, with  the recording server scanning process launched 
automatically. As the process goes on, discovered servers will appear in the Found servers list and become available 
for setup at once. Note that only recording servers that have not been configured will be discovered; if a recording 
server has already been configured from the current of from any other central server, the scanner will not 
detect such a server. 

You can click the Stop button in the upper -right -hand corner in order to terminate the scanning process if you think 
that enough servers have been found so far. You can press the Start server search button at any time to restart the 
autodiscovery process; note that all changes made to the servers' settings will be then discarded. 
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WVMS central server is scanning your network  for  available recording servers 

When the autodiscovery process is finished, click your desired server in the list on the right, then adjust server 
settings and click Apply for the changes to take effect. Use the Reset button to load the default settings. The table 
below details the available settings. 

 

Setting Description  Default 
Value 

Title  A user-defined name for  the target recording server <IP>:  
<port>  

Connections Networks via which the target server has been reached (discovered), unchangeable <IP>:  
<port>  

Failover 
Node 

Select this option if you want to make the target server a failover node; deselect if the 
target server is planned to act as a primary recording server 

undefined 

Failover 
Cluster 

Choose a pre-configured failover  cluster you want the target server to be a member of none 

When you have finished setting up the discovered servers, review the list of detected servers: use the checkboxes 
next to each server in the list to select/deselect it; deselected items will not be added to the central server 
configuration.  
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Enter settings for  the newly discovered server and click Apply  

Then, click the Add selected servers button in the bottom right corner to close the dialog box; all the servers you 
have selected in the previous dialog box will appear in your server list. 

 

Newly added server(s) appear in the list in the Servers section 

The buttons on the upper panel offer the following possibilities:  

 Edit : open the dialog box to change server settings (the dialog box will differ from the autodiscovery 
settings dialog box, offering advanced settings such as user permissions and membership) 

  Assign group : select server group from  the list  and make the target server a member of it  

 Delete: remove selected server(s) 

 X: deselect all 

Double-clicking  the selected server in  the list  will  bring  up the server settings' dialog box for  editing.  

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The 
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the  
available items again. 
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28 Connect Recording Servers Manually 

When you have installed and initialised your recording servers, it is possible to connect them to your central server 
and conduct all the configuration of the recording servers through the central server.  

It is possible to add recording servers manually, by entering all the necessary data manually instead of searching for 
existing servers. This approach may be helpful when you know the network configuration but actual servers are 
unavailable - whether they are unreachable for some specific reason or even if they have not been installed yet. The 
central server will connect these recording servers and apply all settings as soon as these servers become available. 

If the number of servers is large it may be wise, though, to use automatic discovery in situ to save time and eliminate 
possible misconfiguration.  

 

First, locate the corresponding menu item in Wavesys Console by selecting Configuration in the sections' panel and 
then clicking Servers in the menu on the left.  

 

Servers configuration  component 

Click the + New server button  on the upper panel to bring  up the New Server dialog box. 

Recording servers must be installed  and initialised  before the central server can apply settings to them. 
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Details  
 

Add new server dialog box, Details  tab 

Details tab comprises general server settings. 
 

Setting Description  Default 
value 

Title  User-defined server name [empty]  

Failover node Makes target server serve as a failover node; option is available for servers 
without any device configuration  

Disabled 

Show Open VCA video 
analytics license 

Access Open VCA license management for  the target server [button]  
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Connections  
 

Add new server dialog box, Connections tab 

Select one of the existing connections or create a new one to be used as server location. Click the Change.. button to 
bring up the network selection dialog box.  
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Select an existing network  from  the connection list  

If you wish to add a new network at this step, click the + New network button to bring up the network setup dialog  
box. After creating the connection, you will be brought right back to the server configuration dialog box, with the  
new network having been added to the server settings. 

 

Setting Description  Default 
value 

Network  Defines server location in the network; you can select one of the pre-created 
connections or create a new one on the spot 

Internet 
only 

Local IP address Only available if a local network is chosen above; server's local IP address in the 
selected network 

[empty]  

Server port 
(local) 

TCP/IP port for incoming local connections from Wavesys Console and WVMS 
Monitor  

60554 

HTTP port 
(local) 

HTTP port  for  local video streaming; enter 0 to disable HTTP connection 8080  

Enable 
multicast  mode 
(local only)  

Allow data transmission in multicast mode from this server to the connected 
WVMS Monitor applications  

Disabled 

Internet  address External (Internet) IP address of the target server; if a pre -created network is 
chosen, Internet IP is loaded from network configuration and the field is non - 
editable 

[empty] or 
[automatic]  

Server port 
(external)  

External TCP/IP port for incoming connections from Wavesys Console and 
WVMS Monitor; may differ from the local port of the same purpose  

60554 

HTTP port 
(external)  

HTTP port  for  local video streaming; enter 0 to disable HTTP connection 8080  

SNMP port  The port to be used for outgoing SNMP traps (from the Event&Action  scenarios) 
and for incoming requests (NOT traps!) from third -party SNMP managers 

0 
(disabled) 

SNMP 
community  

SNMP community  for  outgoing SNMP traps (from  the Event&Action  scenarios) 0 
(disabled) 



Wavesys WVMS Enterprise Administration  Guide 

105 

 

 

Failover  
 

Add new server dialog box, Failover  tab 

If you wish to make this server a member of a failover cluster, click the Change button to open the existing cluster  
list. To remove this server from the failover cluster, simply select none in the cluster list.  

 

Select an existing failover  cluster or create a new one 

If you need to create a new cluster at this point, use the + New failover cluster button: you will be redirected to the 
corresponding dialog box and then, upon completion, brought back to the server configuration, with the newly 
created cluster already selected for the target server. 

 

Setting Description  Default 
value 
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Failover 
cluster 

Makes server a member of a specific failover  cluster [none]  

Current 
failover  server 

Failover server currently running instead of target server, if any; this field is 
informative (non -editable) and is only available if the target server has not been 
selected to be a failover node itself 

[automatic]  

Failover 
timeout  

Time in seconds to wait before the target server is considered to be unreachable and 
replaced with a failover node 

600 

Central server 
connection 
timeout  

Time in seconds to wait for the central server connection on server startup; after the 
timeout, the target server will start without central server connection  

300 

Auto recovery Enable automatic replacement of a failover node with the original recording server 
after its recovery 

Disabled 

Recovery 
timeout  

Time in seconds to wait before replacing the failover node with the original  
recording server, thus freeing the failover node; type zero here to enable immediate 
recovery 

600 

Membership  

Server membership in  existing server groups is displayed. If  no groups exist, the lists will  be empty. 

Manipulate groups with the Add and Remove buttons below or by simply double -clicking the desired group. One 
server may belong to a single or multiple groups at once. 

 

Add new server dialog box, Membership  tab 

Permissions  

Add users and/or user groups simply by checking at least one permission for the target server; remove by clearing 
permissions - either by unchecking them or by clicking the Clear button below. You can also double-click users to 
remove them from the list of privileged users.  
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Add new server dialog box, Permissions tab 

Watchdog  

Here you can see and edit the watchdog service settings for the target server. Please refer to the Server Watchdog 
section for a detailed explanation of this; we strongly advise against changing the default settings unless you 
absolutely know what you are doing. 

Storage  

Manage storage configuration for the target server from here: click Open storage properties to bring up the dialog 
box. Detailed information and guidance on storage management can be found in the Storage topic. 

 

Add new server dialog box, Permissions tab 

Management  

Click OK to save your changes and close the dialog box; the newly created server will appear in the item list. The 
buttons on the upper panel will offer the following possibilities:  

  Edit : go back to the dialog box to change server settings 

  Assign group : select server group from  the list  and make the target server a member of it  

 Delete: remove selected server(s) 
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 X: deselect all 

Double-clicking  the selected server will  bring  up the server settings' dialog box for  editing.  

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The 
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the  
available items again. 

 



Wavesys WVMS Enterprise Administration  Guide 

109 

 

 

29 Recording Server Direct  Login 

You can log directly into your recording servers via Wavesys Console just in the same way as you do with the central 
server in order to view their monitoring data and audit data. In order to do this, run Wavesys Console and enter 
your Wavesys WVMS Enterprise Recording server details; note that you need to enter the administrative user 
credentials in order to log in successfully. 

 

 

Note how Wavesys WVMS Enterprise  Recording server look differs  when you are logged in  directly  

For the direct  login,  the following  Wavesys Console sections and their  relevant components are available: 

 Monitoring  

  Servers: only the target Wavesys WVMS Enterprise  Recording server status will  be displayed 

 Devices: devices from the target Wavesys WVMS Enterprise Recording server and their replicas 
will be displayed 

 Channels: channels from the target Wavesys WVMS Enterprise Recording server and their 
replicas will be displayed 

 User sessions: open user sessions with the target Wavesys WVMS Enterprise Recording server 
will be displayed 

Audit  

  Servers: audit  messages related to the target Wavesys WVMS Enterprise  Recording server 

 Users: audit messages for user actions related to the target Wavesys WVMS Enterprise 
Recording server 

You will not be able to change the recording server settings via direct login. In order to do this, log into your 
central server via Wavesys Console. 
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30 Networks 

Networks (connections) is an auxiliary feature for surveillance systems with multiple different networks in use. It  
gives you the opportunity to define a sort of a proper connection table for the central server, allowing the system to 
combine remote and adjacent LANs and making the client< ->server and recording< ->central server connectivity 
transparent for the users. In simple words, it is a way to teach the Wavesys WVMS Enterprise server about the used 
networks, so that it knows from where to expect the incoming connections. Network connections allow you to 
combine servers from different network environments into a single Wavesys WVMS Enterprise system. 

 

Example of a system with  multiple  networks 
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For instance: a system contains several LANs, physically detached from  each other and connected to the central 
server via the Internet;  remote and mobile clients are connected both directly  via the Internet  and also from  
different LANs with Internet access. Thanks to the connections' table, WVMS Monitor administrators do not have to 
worry  about remembering and entering the correct network  configuration  every time, as the interconnection 
routines will be carried out by the central server. From the WVMS Monitor point of view, the administrator simply 
enters the Wavesys WVMS Enterprise  server address, and the rest servers are automatically  connected in 
background (including failover servers).  

It is important to understand that WVMS network connections require a proper underlying infrastructure. All LANs, 
firewalls, port forwarding rules, VPNs and/or any other involved configurations must be set up beforehand.  

 

To access the network  configuration  dialog box, select Configuration  in  the sections' panel and choose Networks  
from  the menu on the left.  

 

Networks  configuration  component 

Click the + New network  button  on the upper panel to bring  up the dialog box. 

Networks for the recording servers are assigned from Wavesys Console management interface as well. In order 
to discover recording servers from networks, which are different from the central server's network,  
corresponding connections must be pre-defined in order to 'teach' the central server about possible locations. 

When you change the central server's IP address (move to different hardware or environment), do not forget 
to change it in the server configuration via Wavesys Console. 

Proper TCP/IP configuration, firewall and port forwarding must be set up in each LAN segment to ensure 
unobstructed access from the central management server and remote clients' locations. 
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Create a new connection 

The table below describes the configuration  parameters. 
 

Setting Description  Default 
value 

Title  User-defined connection name, e.g. Remote Client HQ Office [empty]  

Local 
mask 

LAN subnet defined in  the IP/MASK  format,  e.g. 192.168.1.1/24 [empty]  

Public 
IP 
address 

Internet IP address as a gateway to/from the subnet; this field is optional, and if the network is 
only locally accessible, it should be left empty. If the target network is routed in relation to the 
central server, enter the gateway address here. 

[empty]  

Local mask : lets you define the subnet size. This field accepts the network mask in the CIDR notation, i.e., in the 
[IP/MASK BITS] format. The IP address can be any IP from that subnet. It may be the first one in the subnet, or 
correspond to the Wavesys WVMS Enterprise server address. The mask (subnet size) is defined as /x (slash X) 
format (see the cheat sheet below). Thus, entries 192.168.1.1/24 and 192.168.1.83/24 designate the same LAN. 
Entries 192.168.1.1/26 and 192.168.1.83/26 designate different, non-overlapping subnets. If not sure about the 
subnet sizes, use any IP subnet calculator widely available online. 

 

If you have multiple LANs in the same physical environment, it may be a good idea to make them adjacent. In 
that case, you can simply create a single network of a larger size in Wavesys Console. 

Example: 

real server LANs: 192.168.0.1/24, 192.168.1.1/24, 192.168.2.1/24 

Wavesys Console network  configuration:  192.168.0.1/22 
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Public  IP  address : this is not necessarily an Internet  address. Enter your LAN gateway here if  your central server 
is in a different network. If the target network is remote, enter the remote gateway here.  

Enter the network configuration and click OK to close the dialog box. The newly created connection will appear in 
the item list.  

Use the buttons on the upper panel to edit and remove existing connections; double-clicking an item will also bring  
up the dialog box for editing. If you make changes to your server network environment, make sure to go back here 
and update the network settings. 

The filter panel at the bottom enables you to view recently added/updated items, as well as other relevant filters. The 
filter that is currently active is highlighted blue: click the N filtered button to reset all filters and display all the  
available items again. 
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31 Server Settings 

Any changes to the system configuration are done via Wavesys Console application by connecting to the 
Wavesys WVMS Enterprise server. All the Wavesys WVMS Enterprise Recording server servers are connected and 
configured via Wavesys WVMS Enterprise as well. The settings are immediately saved and stored in an encrypted 
internal database , which guarantees that your system configuration cannot be accessed without entering a valid 
username and password. Each Wavesys WVMS Enterprise Recording server has its own local database but Wavesys 
WVMS Enterprise stores the settings of all the connected Wavesys WVMS Enterprise Recording server entities. 

This topic describes the available server settings. Some of them are unique for the central management server - 
Wavesys WVMS Enterprise - only; other settings are common for all server types. 

 

In order to access the server settings via Wavesys Console, select Configuration section and then choose Servers 
components from the menu on the left. By default, the central management server entry already exists; all the 
discovered and manually added recording servers will appear in the same list as you add them. 

 

Configuration  -> Servers 

Double-click a server or click the Edit  button  on the upper panel to access server configuration  dialog box. 
 

Details  

On the Details tab, you can change the server name : it will appear everywhere in Wavesys Console and in the 
connected WVMS Monitor applications, including HTTP clients.  

Server database encryption is automatic, meaning that you do not need to enabled it explicitly, and is available 
starting from the software version 1.8.0.  
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Global server details 

Next, here you can choose the server role : regular recording (unmarked) or failover (marked). The central 
management server cannot act as a failover node so this option will be grayed out. However, it will be available for 
all recording servers: please see the related sections of this manual to learn about failover  and Wavesys WVMS 
Enterprise Recording server setup in details. 

Also, here you can apply the video analytics license to the target server. Although a 32-bit Wavesys Console 
application is required to set up VCA, you can use any bit version to enter the VCA license. For details on the VCA 
setup and licensing, please see the Wavesys Global VCA documentation. 

Connections  

The Connections tab allows you to define the network , which will  be used for  accessing the Wavesys WVMS 
Enterprise server, and corresponding ports for WVMS Monitor and Wavesys WVMS Streaming Server connections; 
the default ports are 60554 for WVMS Monitor and 8080 for Wavesys WVMS Streaming Server (HTTP). 

The HTTP port is also used for Wavesys WVMS Mobile applications (both iOS and Android), thin OS X client, Web 
browser connections and external services. Note that, in case you plan to access your Wavesys WVMS Enterprise 
server from the Internet, the ports must be properly forwarded on your router according to your desired topology  
and allowed through the firewall. Details on the port forwarding setup can be found in your router operation guide.  
Set 0 in the HTTP port field to disable incoming HTTP connections.  

 

If you wish to run WVMS Monitor connections in  multicast mode, you can enable it here by putting a check mark 
in the corresponding option. Understandably, this option is only available for the local network.  

The Wavesys WVMS Enterprise server HTTP port must be reachable from Wavesys WVMS Enterprise 
Recording server machines if you plan to use remote upgrade. 
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Global server connection properties 

Next, you can enable encryption for client -server connections and also for HTTP connections (by default, it is 
disabled). This setting only appears for the central management server and is applied to the whole Wavesys WVMS 
Enterprise system. 

Server-client  encryption  setting affects all TCP traffic,  i.e.: 

 Wavesys Console connections to the Wavesys WVMS Enterprise server and Wavesys WVMS Enterprise 
Recording server machines 

 WVMS Monitor connections to the servers 

  server-to-server connections (configuration,  audit  and auxiliary  information  exchange) 

When you change the server-client encryption setting, all currently connected clients - both Wavesys Console and 
WVMS Monitor applications - will be disconnected so that the encryption settings can be applied correctly. They will 
re-connect back shortly provided that they support encryption, too - make sure to upgrade them so that their version 
matches server version. 

 

To enable HTTPS  (HTTP over TLS), mark the corresponding setting and then: 

 specify HTTPS ports (different from HTTP) (set 0 to disable HTTPS)  

 add a digital certificate  

You can either use your own valid digital certificate or generate one right in the software. In the latter case, the 
certificate will be self -signed and you will need to add it as trusted when connecting from the mobile app and from 
your Web browser(s). 

 

Connection encryption is supported starting from software version 1.8.0 . If your system has remote Wavesys 
Console and/or WVMS Monitor applications of older versions , these will be unable to connect to a server 
that has encryption enabled; therefore, first make sure to upgrade all the clients and only then enable 
encryption on the server side. 
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Here you can define server's SNMP community name and also SNMP port for incoming and outgoing messages. 
Community  will  be used by the external SNMP manager to send requests; SNMP port  will  serve for  both incoming 
and outgoing messages (supported incoming messages are third-party SNMP manager requests, not external SNMP 
traps!). Leave both values zeroed to disable this functionality. 

If you are using your own CA certificates , create a .pem file with your certificate chain as described here: 
https://www.digicert.com/ssl -support/pem -ssl-creation.htm  

This is necessary for the certificate to be recognized correctly by all HTTP clients - Web browsers and WVMS 
mobile applications. If you simply apply your CA certificate in Wavesys Console, there is a chance it is not 
recognized because some applications require the entire certificate chain.  

Then, apply the .pem file as the certificate together with your key when the importing certificate into Wavesys 
Console. 

In addition to the setup in the Wavesys WVMS Enterprise server settings, HTTPS should be enabled for each 
Wavesys WVMS Enterprise Recording server separately , in the settings of the target server. The certificate 
has to be added only once, and then you just need to choose it from the list, when setting up HTTPS on the 
Wavesys WVMS Enterprise Recording server machines. 

In other words, you need to apply the same certificate to every Wavesys WVMS Enterprise Recording server in 
your Wavesys WVMS Enterprise system. 

https://www.digicert.com/ssl-support/pem-ssl-creation.htm
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Failover  

As the failover feature is only meant for recording servers, the Wavesys WVMS Enterprise server will not have this 
tab. For the central server redundancy setup, see Mirroring . 

To make the target server a member of a failover cluster , click the Change button to open the existing cluster list  
and then choose your desired cluster. To remove this server from the failover cluster, simply select none in the 
cluster list.  

If you need to create a new cluster at this point, use the + New failover cluster button: you will be redirected to the 
corresponding dialog box and then, upon completion, brought back to the server configuration, with the newly 
created cluster already selected for the target server. 

 

Setting Description  Default 
value 

Failover 
cluster 

Add server to the specified failover  cluster [none]  

Current 
failover 
server 

Failover server currently running instead of target server, if any; this field is 
informative (non -editable) and is only available if the target server has not been 
selected to be a failover node itself 

[automatic]  

Failover 
timeout  

Time in seconds (from 0 to 3600) to wait before the target server is considered to be 
unreachable and replaced with a failover node; 0=immediate reaction  

600 

Central 
server 
connection 
timeout  

Time in seconds (from 60 to 3600) to wait for the central server connection on 
server startup; after the timeout, the target server will start without central server 
connection with the last known configuration  

300 

Auto 
recovery 

If this option is enabled (marked), the target recording server will be automatically 
activated upon recovery (the central server will activate it and free the failover 
server) 

[disabled]  

Recovery 
timeout  

Amount of time in seconds for the central server to wait before activating the 
recovered recording server; 0=immediately  

600 

Membership  

The Membership tab allows you to manage server group attachment. Use double-click or Add and Remove buttons 
below to move server groups between the columns. 

Permissions  

Here, user permissions for  the target server can be defined. 
 
 

 
The next topics describe the remaining  aspects of server settings in  details. 
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32 Watchdog 

General  

Server Watchdog is an important part of the WVMS software. It runs as a separate Windows service and protects the 
software from certain types of failures by automatically attempting to restart the server.  

Watchdog operates based on the software and system overall health monitoring; default trigger values have been 
selected on the grounds of our analysis of extensive tests, which we conducted on many systems with different 
configuration and stability level.  

Although it is possible to disable the Server Watchdog service, we strongly advise against doing so, as the principal 
role of the watchdog is to keep the software operation as stable as possible in the given circumstances. 

Watchdog operation can be tracked by messages in  the Windows Application  log and in  the software Audit  log. If 
you do experience frequent disturbances such as software restarts or server rebooting, this might be an indication of 
some serious issue related to the software, operating system and/or  underlying  hardware. In  such a situation,  the 
best course of action is to: 

 carefully read the messages in the Windows Application Log, as these may already contain some indication 
of why Watchdog was triggered; 

 refer to the relevant topic in the Troubleshooting section  of this manual to read about typical causes of 
such cases; 

  send a Problem Report from  the faulty  server, providing  as much information  as possible about the issue; 

 consult the Wavesys Global technical support team directly via support@wavesysglobal.com. 

Configuration  

Watchdog operation can be configured for each server independently. To access the watchdog settings in Wavesys 
Console, select Configuration in the bottom left menu and select Servers from the list on the left, then double -click 
the desired server or simply click Edit button on the top panel for the pre -selected server. 

 

Locate server for  Watchdog configuration  

In  the Server dialog box, select Watchdog from  the left  menu. 

mailto:support@wavesysglobal.com
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Watchdog configuration  
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The table below contains a detailed explanation of the watchdog settings. Please note that, for most cases, default 
and near -default settings are recommended ; it is advisable that you consult with Wavesys Global support if, 
for  some reason, you plan to make extensive changes to these settings. Click the information  icon next to each 
setting to read more about them. 

 

Setting Description  Default 
Value 

Enable 
Watchdog 

Enables Watchdog operation  for  the target server Enabled 

Grace 
Interval, 
seconds 

Time interval in seconds, counting from server start, during which Watchdog will not 
attempt to restart the software  

30 

Reboot 
Interval, 
minutes 

Watchdog will reboot Windows if there have been a certain number (N) of software 
restarts (N is specified below) in the given time interval; the default for rebooting is 3 
restarts in 5 minutes; setting the specified number to 0 will disable rebooting  

5 

Number  of 
Failures to 
Reboot 

Watchdog will reboot Windows in case there have been N software restarts in the time 
interval specified above; the default for rebooting is 3 restarts in 5 minutes; setting the 
specified number to 0 will disable rebooting  

3 

System 
Committed 
Memory 
Usage Ratio, 
% 

Watchdog will  restart  the software if  the ratio  of total  system committed  
memory exceeds the specified percentage; this value is shown under Memory section 
of Performance tab in the Windows Task Manager 

Enabled, 
70% 

System Pool 
Nonpaged 
Memory 
Usage, MB 

Watchdog will restart software if the amount of system nonpaged pool memory 
exceeds the specified amount 

Disabled 

Private 
Memory 
Usage Ratio, 
% 

Watchdog will restart software if the amount of private memory used by server process 
exceeds the specified value 

Enabled, 
45% 

Virtual 
Memory 
Usage Ratio 

Watchdog will restart software if the amount of virtual memory used by server process 
exceeds the specified ratio; ratio shows the amount of virtual memory used by server 
process versus maximum per-process virtual memory allowed by OS 

Enabled, 
90% 

Enable 
Periodic 
Restart 

Enables automatic software restart every N days or hours; use hours for 
troubleshooting purposes 

Enabled, 
7 days 

Enable 
Periodic 
Restart Hours  

Limit periodic restart to specific hours, e.g. only restart at night; we recommend to 
leave at least a 1h interval for the restarts 

Disabled 
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33 Storage 

Server storage configuration includes storage directories, size and duration quotas, optional encryption, cleanup 
time settings and storage differentiation by name for further flexible allocation of the recorded streams. These 
settings are managed separately for each Wavesys WVMS Enterprise Recording server server by logging into the 
central server via Wavesys Console. 

To access the storage settings for the server via Wavesys Console, choose the Configuration section, select Servers 
from the menu on the left, double -click your target server and then click the Storage tab. Click the Open storage 
properties button to open the configuration dialog box.  

There are also several settings in  server settings dialog box itself.  These are explained in  the end of this chapter. 
 

Access storage settings for  the selected server 

To save the changes after you have finished with storage configuration, hit the Apply button beneath the storage 
settings, then hit OK to close the storage configuration dialog box, and then click OK to finally save the storage 
settings together with  the server configuration.  Pressing Cancel on the last step will  revoke the changes in  the 
storage configuration.  

Directories  

All available local disks will be automatically listed after the first installation (with empty configuration) and  
enabled for recording with default archive directories using the Default storage label. By default, system disk (C:) is 
not listed if other disks are available, as we strongly do not recommend recording to the system disk. 

If you are upgrading, re-installing the software, restoring  an earlier database configuration, or inserting new local 
disks into the server after the software has been installed, the local disks will not be listed automatically so you need 
to add them as new storages . You can also add network paths to remote storage locations. 

Use UP and DOWN arrows on the right to change the disk order (priority ); use the recycle bin button in the 
top panel to remove any local or network directory from the storage configuration.  

 

For each storage location, the following  information  will  be displayed: 

 storage priority: determined by the item position in the list  

 storage label (see description below) 

 current quota size 

 free space on disk (except network storages) 

Mapped network shares that appear as drives in Windows Explorer will not be listed automatically because 
WVMS operates as Windows Service and therefore is unable to access these (due to Windows API 
peculiarities). You are welcome to add these as network directories in storage settings. 
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total  disk size (except network  storages) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Configure storage directories 

Each directly attached storage location will be automatically assigned a quota of 90%; each storage will have 20GB 
(minimum possible) quota by default. We strongly advise that you review all the settings and make sure that all the 
storage locations have sufficient free space, and, if necessary, free up some space. It is recommended that every 
recording location has 10-15% of free space: this helps avoid fragmentation effect and also allows highly loaded 
software to effectively enforce recording quotas. 

 

 

 

To change the disk quota, simply highlight the desired location for storage from the item list, then enter the quota 
size in GB and click Apply changes. 

 

 
Storages  

 
You can either use the Default storage category for all locations, or create multiple different storages (names, 
types, tags, labels). These can be used for manually distributed streaming between storage directories: 

  storage directories are marked with  corresponding storage tags 

Minimum  quota  per each storage location for  any storage type is 20GB. 

We advise against recording to the system drive because this drive is often used by other processes like 
defragmentation and system restore/backup, not to mention OS itself, and so this may affect recording 
efficiency and stability. As a result, disk C: is excluded from recording configuration by default.  

Total size and free space on the network  storages  is not displayed here. You can check these in  the 
Monitoring  section of Wavesys Console, under Storages. 

If you plan to protect some footage from being erased (this functionality is available via WVMS Monitor 
application), keep in mind that protected archive areas will be ignored when forcing quotas . Make sure 
there is enough free space on the disk(s) and set lower quotas, if necessary. 

To review and/or un -protect such areas, go to the Monitoring section of Wavesys Console, choose Archive 
statistics on the left, highlight one or more target channels, and press the Protected intervals button on the top 
panel. 
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 each channel is assigned to a recording location 

To choose a storage profile  different  from  Default , select storage location from  the Directories  list  and click the 
Change button.  

 

 
Change storage 

Select one of the built -in  storage profiles  or create and edit a new one. 
 

Choose storage profile  

The built -in  storage types are: 

 Disabled : storage location will not be used 

 Default : default storage tag 

  Fallback : storage destination  to be used if  all the storage units  with  specified tags have failed 

 Readonly : existing data will be available for reading and will not be erased; no new recordings will be 
appended to this location 

These profiles  cannot be edited or removed. Fallback storage settings are available in  the corresponding tab of the 
Storage properties . 

 

Click + New storage button to create a new storage profile, or select an existing one and click the Edit button in the 
upper-right -hand corner to change its name. 

Readonly storage type can be used, for  example, in  the following  cases: 

it is necessary to view the old data from a different WVMS server when you need to insert the disks 
originating from another computer and you do not wish that these data are erased 

some storage unit contains important footage that has been requested to be kept for a longer time so 
that the recordings are not erased over time while still allowing access to the footage 
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New storage profile  

Enter the storage profile  title  and click OK to save and exit. 

The storage tag you have selected or just created will  appear as selected. Click the Apply  button  below to confirm  
storage configuration  settings before proceeding. 

 
Add  Storage  

 
In order to add a new local disk or a network storage (NAS, SAN, network share), click + New button on the 
upper panel, select New local directory or New shared directory , and then enter the setup details. 

 

If you are using a NAS, make sure to disable the Recycle Bin feature (for some NAS models, it is called 
trashbox or similar). This will ensure that the erased files (e.g., when reaching quota) are actually deleted 
permanently.  
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Add a new storage directory  

The table below details the available settings for a shared directory . Enter the settings for the target storage and 
click Create below: the storage will be validated immediately.  

 

Setting Description  Default  Value 

Path Full  network  path to the storage directory  \ \ Server\ Share\ Wavesys 
Global\ Archive Files 

Username User name to connect to the storage [empty]  

Password Define storage access password, if  applicable [empty]  

Quota Maximum amount of storage in gigabytes to be used for recording; 
85-90% is recommended 

20GB 

Storage Storage label to be assigned to the target storage directory  Disabled 

When adding a local directory , you are first offered to choose the disk from the list of detected ones. If there is just 
one disk left available, it will be chosen automatically.  

 

Setting Description  Default  Value 

Path Full  path to the archive directory  X:\ Wavesys 
Global\ Archive Files 

Quota Maximum amount of storage in gigabytes to be used for recording; 85-90% 
is recommended 

20GB 

Storage Storage label to be assigned to the target storage directory  Disabled 

Storage Encryption  

Once you have added all the necessary storages, you can enable encryption and set a password for each storage 
separately. 
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Storage encryption  settings 

Mark the Enable encryption option and specify the password you want. You can change the password at any point, 
and there is also an additional field that lets you add a hint that may help remembering the password in future: it  
will  appear either as regular text or a tooltip  when hovering your mouse cursor over the password prompt  field.  

 

 

Starting from the moment you set the password, all footage recorded to the target storage becomes encrypted; 
retroactive encryption for the previously recorded archive is not supported.  

When the storage password is changed, the new password is used for  encryption  from  then on. If  storage encryption 
is disabled for some time and then enabled back, that part of the archive will remain unencrypted. 

Duration Quota  

Set a limit on global recording duration for your server here: enable quota management and then enter your desired 
number of days. All recordings older than specified number of days will be erased. 

When assigning a new password for the storage, make sure to remember it or store in a secure place: you will 
require it, should you need to access the storage contents in the following scenarios: 

when accessing the archive with  the Portable Player tool 

when adding the same disk as a storage unit for another server 

when adding a disk containing  archive backup as a storage unit  

if  you delete the encrypted disk from  the storage configuration  and then add it  anew 

There is a field that allows you to enter a password hint, which will be displayed in these situations. 

You will not be prompted for the password when accessing the archive from the WVMS Monitor application 
connected to a server with encrypted archive: WVMS server will decrypt it automatically.  

There is no  option  to  recover  the password if  you have forgotten  it.  
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Global duration  quota 

Note that the global duration quota has priority over the individual (per -channel) duration quota that is set in 
the Recording Configurations. 

Retention  

You can restrict the software erasing mechanism so that it cleans up old recordings only during specific hours, e.g., 
when the recorder is less overloaded or when the quality of recordings are less important. 

 

Enable cleanup hours 

To do this, enable the cleanup hours setting and then specify the time period during  which erasing is allowed. 
 

Fallback  

You can dedicate a specific recording location to serve as a failover storage, called fallback storage . Such storage 
location will be used for recording only if all specified target storages of the certain type have failed. 

WVMS server automatically detects when a channel or channels cannot be written onto their normal destination 
storage and switches to the fallback storage after the specified timeout has been reached. Minimum and also 
default timeout is thirty seconds, and maximum is five minutes. A default system event is raised when fallback is 
activated. 

This control has priority over the storage quota. Setting insufficient cleanup time may lead to storage overflow 
and result in partially missing recordings. We strongly recommend that you do not enable any cleanup hours' 
restrictions unless you absolutely know what you are doing. 


































































































































































































































































































































































































































































































































































































































